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Abstract

Motivated by the potential of Arti cial Intelligence (Al) in high-cost and
safety-critical applications, and recently also by the increasing presence of Al
in our everyday lives, Trustworthy Al has grown in prominence as a broad
area of research encompassing topics such as interpretability, robustness, ver-
i able safety, fairness, privacy, accountability, and more. This has created a
tension between simple, transparent models with inherent trust-related ben-
e ts and complex, black-box models with unparalleled performance on many
tasks. Towards closing this gap, we propose and study an uncertain interpre-
tation of numerical data and apply it to tree-based models, resulting in a novel
kind of fuzzy decision tree called Kernel Density Decision Trees (KDDTs) with
improved performance, enhanced trustworthy qualities, and increased utility,
enabling the use of these trees in broader applications. We group the contribu-
tions of this thesis into three pillars.

The rst pillar is robustness and veri cation. The uncertain interpretation,
by accounting for uncertainty in the data, and more generally as a kind of regu-
larization on the function represented by a model, can improve the model with
respect to various notions of robustness. We demonstrate its ability to improve
robustness to noisy features and noisy labels, both of which are common in
real-world data. Next, we show how e ciently veri able adversarial robustness
is achievable through the theory of randomized smoothing. Finally, we discuss
the related topic of veri cation and propose the rst veri cation algorithm for
fuzzy decision trees.

The second pillar is interpretability. While decision trees are widely con-
sidered to be interpretable, good performance from tree-based models is often
limited to tabular data and demands both feature engineering, which increases
design e ort, and ensemble methods, which severely diminish interpretability
compared to single-tree models. By leveraging the e cient tting and di er-
entiability of KDDTs, we propose a system of learning parameterized feature
transformations for decision trees. By choosing interpretable feature classes
and applying sparsity regularization,we can obtain compact single-tree models
with competitive performance. We demonstrate application to tabular, time
series, and simple image data.

The third pillar is pragmatic advancements. Semi-supervised Learning
(SSL) is motivated by the expense of labeling and learns from a mix of labeled
and unlabeled data. SSL for trees is generally limited to black-box wrapper
methods, for which trees are not well-suited. We propose as an alternative
a novel intrinsic SSL method based on our uncertain interpretation of data.
Federated Learning (FL) is motivated by data sharing limitations and learns
from distributed data by communicating models. We introduce a new FL al-
gorithm based on function space regularization, which borrows concepts and
methods from our formalism of uncertain interpretation. Unlike prior FL meth-
ods, it supports non-parametric models and has convergence guarantees under
mild assumptions. Finally, we show how our FL algorithm also provides a
simple utility for ensemble merging.
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Chapter 1

Introduction

1.1 The Case for Simplicity in Machine Learning

Machine Learning (ML) can be understood as a microcosm of the scienti ¢ method, as
the distillation of usable knowledge from observations, partially automated to relieve
the burden of the di cult and laborious search for a good explanatory hypothesis.
While there is no one universally agreed interpretation of the scienti c method, if
you look on, e.g., Wikipedia, you will nd the process paraphrased below, which we
correspond to the process of machine learning.

The Scienti ¢ Method Machine Learning

1. De ne a question 1. De ne a task

2. Gather information 2. Collect data

3. Form an explanatory hypothesis 3. Train a model

4. Testthe hypothesis and collect ex- 4. Validate the model on held-out
perimental data data

5. Analyze the data 5. Analyze performance metrics

6. Interpret the data, draw conclu- 6. Optimize performance metrics via
sions, make new hypotheses model selection and tuning

7. Publish results and retest (usually 7. Evaluate on test data, deploy, and
by other scientists) monitor the model

At step 3, there are always many equally explanatory hypotheses. This raises the
guestion: what makes a good explanatory hypothesis? The obvious answer is that it
must generalize, that is, it must pass steps 4 though 6, lest we return to step 3 and
try again. The No Free Lunch Theorem [188] tells us that no hypothesis selection
strategy is better than random without some kind of prior or assumptions, but both

science and machine learning tend to do quite a bit better than random guessing,
so there is something more at play. In science, this is often credited to the heuristic
of Occam's Razor, also known as the principle of parsimony, that is, the somewhat
vague and subjective but nonetheless useful notion that \the simplest explanation
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is usually the best one". Not only are hypotheses selected in accordance with this
principle more likely to hold up to experimental scrutiny, but they also tend to better
satisfy qualitative criteria for a hypothesis to be useful. On models that explain
physical phenomena, Stephen Hawking writes [90]:

A model is a good model if it:

1. Is elegant

2. Contains few arbitrary or adjustable elements

3. Agrees with and explains all existing observations
4

. Makes detailed predictions about future observations that can dis-
prove or falsify the model if they are not borne out.

Similarly, Albert Einstein said \the supreme goal of all theory is to make the irre-
ducible basic elements as simple and as few as possible without having to surrender
the adequate representation of a single datum of experience." Thomas Kuhn writes
also that \a theory should be fruitful of new research ndings: it should, that is,
disclose new phenomena or previously unnoted relationships among those already
known" [106].

A good machine learning model exhibits many of the same properties. Beyond
making accurate predictions, it is lightweight, transferable, and transparent enough to
explain observations and predictions, provide insights in its application domain, and
spark further inquiry. There was a time when the Occam's Razor paradigm, whether it
was viewed as such or not, was valued in the eld. A combination of domain expertise
and statistical techniques applied to data preparation minimized the knowledge gap
to be lled by simple models with well-understood learning algorithms. Decision trees
in particular exemplify the paradigm. In their most essential form, rather than x
the model complexity and search for the best t, they x the level of t and search
for the least complex model. Perhaps it can be partially credited to this paradigm
that classical methods, despite their limitations in representation power compared
to modern methods, have remained popular in high-cost-of-failure domains such as
healthcare, military, and nance, and tree-based methods remain state-of-the-art for
tabular data problems [81].

However, the incredible developments in deep learning have shifted values in the
ML community, particularly among researchers, towards large, complex end-to-end
models. Without the prior of simplicity, tactics like overparameterization, stochastic
optimization, and immense training set size broadly achieve good generalization while
removing the need to carefully balance simplicity vs. expressivity. While there has
been some progress understanding on a fundamental level why these can e ectively
replace the Occam's Razor principle to achieve generalization, it has been outpaced
by the rapid development of methods. Moreover, this approach comes at the cost of
much of the simplicity, elegance, and fruitfulness that, like a scienti ¢ theory, make
a model good.



Now we see another shift in popular values toward trustworthy models with prop-
erties such as interpretability, robustness, veri able safety, fairness, privacy, account-
ability, and more. These are challenging topics that largely become tractable if the
model itself is simple. We therefore posit that, in an age when ML is under more
scrutiny than ever before, the eld is well-positioned to bene t from a return to the
values of parsimony that propel the principled practice of science. It is a challenging
course; it is often the case that, the simpler a solution (in this case, a model), the
more complex the process of nding it. Da Vinci is believed to have said \simplicity
is the ultimate sophistication”. It is a di cult road, but one worth traveling. We
must not forget that, despite popular perceptions among ML researchers, classical
methods and the problems they are well-suited to solve are ubiquitous in the real-
world application of ML, and there is ample room for innovation. Especially in light
of advancements in ML research and computing technology, there are numerous low-
hanging fruit. As for problems where classical methods are not well-suited, there is
hope that, however large the gap between simple and complex models may be, it can
be closed. We already see the gap narrowing through a combination of works that,
on one hand, simplify and improve the trustworthiness of deep models, and on the
other hand, advance the utility of classical and classically-inspired models.

This work belongs to the latter category. By introducing a formalism of interpret-
ing data with uncertainty during learning and inference, we advance both the trust-
worthiness and utility of models with a particular emphasis on decision trees. Beyond
their exempli cation of the principle of parsimony, trees are widely applied and famil-
iar to users with various backgrounds, they o er inherent trust-related bene ts such as
interpretability, and their structure is simple, compact, and sparsely-activated. The
last point makes them amenable to methods and analyses that would be prohibitively
costly or require approximations for more complex models. We hope that this work
will serve as the foundation of continued research to squeeze the trustworthiness gap
in ML ever smaller.

1.2 Thesis Overview

In Chapter 2, we introduce our formalism for interpreting data with uncertainty and
its interpretations. Among these, we highlight that it is a form of regularization of
the function represented by a model itself, making it applicable to any model class,
not just parametric models. We propose algorithms for the e cient application of
this formalism to Decision Trees (DTs), resulting in a novel form of Fuzzy Decision
Tree (FDT) called Kernel Density Decision Trees (KDDTSs), and show their superior
performance over conventional DTs. We also discuss its potential application to other
models.

In Chapter 3, we discuss robustness and veri cation, two pillars of Trustworthy
Al (TAl). We show that, compared to conventional decision trees, KDDTs have

3



reduced sensitivity to small changes in the data
improved robustness to additive feature noise
improved robustness to label noise

improved robustness to adversarial perturbation of features, with e cient lower
bounds on the robustness of individual predictions.

Together, these help to explain why KDDTs outperform DTs and understand best
practices for their application. Finally, we cover the closely related topic of veri ca-
tion, that is, the automated process of proving or nding counterexamples to safety
properties, such as adversarial robustness, of models. We show that veri cation of
FDTs, like for most model classes, is NP-Complete, propose the rst algorithm for
veri cation of FDTs, and demonstrate its practicality despite theoretical ine ciency

in the worst case.

In Chapter 4, we focus on interpretability, another pillar of TAl. KDDTs are
unique in that they e ciently t an inherently di erentiable tree by conventional
greedy tree growth. We leverage this to alternatingly t a tree to transformed features
and use the gradient of the impurity function to optimize the feature transformation.
This enables the learning of trees with more expressive decision rules, such as Oblique
Decision Trees (ODTs), which have linear decision rules. By choosing the class of
feature transformation and regularizing it to meet domain-speci c interpretability
needs, we can learn interpretable tree-based models with both small size and good
performance. Our approach is more exible than previous methods, yields smaller
trees with better performance, and maintains familiarity and favorable structural
properties of the tree since KDDT tting is a generalization of the classic CART
tting algorithm. We demonstrate its application to the interpretable classi cation
of tabular, image, and time series data.

In Chapter 5, we apply the uncertain interpretation paradigm to advance the
utility of decision trees, improving their viability where existing methods focus on
parametric models and non-parametric models such as trees fall short. First, we pro-
pose a method for Semi-supervised Learning (SSL), that is, learning from both labeled
and unlabeled data, where there are few existing methods for decision trees. Next,
we introduce a new method of Federated Learning (FL) by regularizing models for
agreement in function space. Unlike prior methods, which are limited to parametric
models, it is model-agnostic. Moreover, since loss functions are generally convex in
function space, it has convergence guarantees with mild assumptions; when combined
with our uncertain interpretation formalism and a quadratic loss function, we have
fast convergence close to the consensus optimum. As a result, our approach learns
performant models in very few iterations with none of the vulnerability to client het-
erogeneity that plagues other FL algorithms. Finally, we show that a natural utility
arising from our FL algorithm is merging ensemble models into a single model and
demonstrate its utility with decision trees.

4



In Chapter 6, we summarize the contributions and conclusions of this work, reit-
erate its most important limitations, and lay the foundations for future work to build
upon it.

In Appendix A, we de ne acronyms used throughout the text. When viewing this
document digitally, each acronym is a link to its de nition in Appendix A.

In Appendix B, we present lengthy proofs omitted from the main text.

In Appendix C, we describe additional details of experiments for the purpose of
reproducibility.

In Appendix D, we provide additional experiment results.






Chapter 2

Uncertain Interpretation of Data

2.1 De nition

In machine learning based on Empirical Risk Minimization (ERM), given hypothesis
spaceH of predictive functionsh : X 'Y , probability distribution px.y overX Y ,
and loss function” : Y Y ! R, we aimto nd a hypothesish 2 H that minimizes
the risk R[h] = Eyx.y p, [ (h(x);y)]. For this work, we assumeX RPandY RS,
categorical features and class labels are one-hot encoded. In reapgy, is unknown,

the training data; the distribution of such samples is the empirical distributiorpg.v .
Then we chooseh to minimize the empirical risk R[h] = Exy pcv [ (N(X);¥)] =

i (hxa)iya)
n i 1/ 1/

Our uncertain interpretation formalism further interprets each observed feature
vector X; as a random variablex; k( ;x;) for soge choserk. This gives the

empirical distribution ¢ with density pc(x;y) = % I:,1fy = Vyigk(x;Xxj). With
this interpretation, the marginal distribution fy(x) = %  k(x;x;) is Kernel Density
Estimation (KDE), a popular method for estimation of the true distribution of feature
valuesx given observations drawn from it. Therefore, we refer tk as akernel Then
the empirical risk is
1X £
Rl = Exy p[ (h(xi);yi)] = - “(h(z);yi)k(z;xi) dz (2.1)

iz X

and, at inference time, the inputx is optionally also interpreted as random, resulting
in the prediction
Z

f(x)= Ex x(x)[h(X)]= ) h(z)k(z;x) dz: (2.2)

To summarize, we choose the hypothesis that minimizes the risk on a kernel density
estimate, then optionally smooth predictions using the same kernel.
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This notion of a \kernel" comes purely from KDE and should not be confused
with the kernels used for the \kernel trick" in learning algorithms such as kernel
Support Vector Machine (SVM). The kernel trick formulates a learning algorithm
such that its only dependency on the training data is only through inner products.
Then, by replacing the inner product with a kernel function, one implicitly learns in
a higher-dimensional or even in nite-dimensional space. There is no such implication
in this work.

2.2 Interpretations

There are several di erent ways of interpreting the uncertain interpretation formalism
de ned in this section. These help to connect it to related concepts and research, and
will also help to motivate its various uses throughout this work.

Modeling uncertainty. In Section 2.1, we de ne the formalism as interpreting
the inputs to a model with uncertainty. This could, for example, model uncertainty
in an observation due to known sources of noise. Another way to view it is that we
estimate the underlying distribution using the KDE, rather than the usual empirical
risk, to account for uncertainty resulting from random sampling of training data from
the underlying distribution.

Function regularization. This formalism is a kind of regularization. Unlike typ-
ical regularization, which is applied to the parameters, this regularization is applied
directly to the function itself represented by a model. Like parameter regularization,
it can

" prefer simple (smooth) models
" reduce over tting and improve robustness to noise
" reduce the variance of the estimate while introducing bias (shrinkage).

We study these topics in greater depth throughout the thesis. In particular, in Sec-

tion 2.3.6, we benchmark the e ect of this regularization on the performance of de-
cision trees, and throughout Chapter 3, we study the the impact of this regularizing

e ect on various notions of model robustness. We also extend this concept of function
regularization to penalize the di erence of models, which we apply to decentralized
federated learning in Section 5.2 and ensemble merging in Section 5.3.

Increasing margins. In classi cation, the term \margin" is sometimes used to
refer to the distance from a point to the decision boundary. Large-margin predictions
are usually desirable and associated with good generalization to unseen data. How-
ever, besides notable exceptions such SVM, most learning algorithms have no explicit
objective to promote large-margin predictions, instead relying on low-power hypoth-
esis classes (e.g. linear models), optimization tricks such as over-parametrization and
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randomized optimization (e.g. neural networks), or ensemble algorithms such as bag-
ging and boosting (e.g. tree ensembles). By spreading the risk over a locality of
each training data point, we penalize any case where the decision boundary passes
through that locality, creating a kind of large-margin objective. This can be for-
malized using the randomized smoothing framework, a technique for achieving and
computing the adversarial robustness (large margin) of predictions. We study this
topic in Section 3.4.

Smoothing models. The uncertain interpretation, especially during prediction,
directly enforces smoothness of the model. If the kernel is stationary, that is, depends
only on the dierence between inputs, then the model is e ectively smoothed by
convolution with the kernel, a common strategy for smoothing of, for instance, image
and time series data. Smooth models are useful in many ways. The scores output by a
classi er are often interpreted as a probability distribution over the classes, indicating
a kind of con dence of the prediction; if the highest score is close to 1, then the
prediction is very con dent, whereas if it is lower, and especially if it is close to the
next-highest score, then the prediction is not con dent. However, powerful models
can tend to be overcon dent when interpreted in this way. Neural networks are known
to tend toward overcon dence [83]; decision trees, when fully grown, always predict
with full con dence unless there are di erently-labeled data with identical features in
the training set, and even with pruning, the predicted score at a given leaf is discrete
and often based on few samples. Smoothness means a continuous, gradual change in
con dence when moving through the space, potentially tempering overcon dence and
enforcing the idea that similar inputs should have similar predictions. Smoothness
also ensures that a model is di erentiable, and that the gradient is locally descriptive
of the model, which improves its utility.

2.3 Decision Trees

Decision Trees (DT) are the most natural candidate for the rst application of the un-
certain interpretation formalism and are the focus of much of the content of this thesis.
We apply our uncertain interpretation to de ne a generalization of Classi cation and
Regression Trees (CART) [25] that we call KDDTs and propose accompanying tting
and prediction algorithms. This section describes KDDTs as originally published in
[77] with some added discussion.

2.3.1 Background and Motivation

Decision trees are among the oldest and most universally known and implemented
model classes for both classi cation and regression in machine learning. They o er
numerous bene ts: they are fast to train and make predictions without any specialized
hardware, relatively small in memory usage, easy to apply and tune, exible in their
non-parametric, variable-resolution structure, easy to verify for robustness and safety
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(&) The partition from t- (b) The partition from tting (c) Predicted value transi-
ting a crisp decision tree. a KDDT with box kernels. tions smoothly in the bands.

Figure 2.1: An example to illustrate how KDDTs di er from crisp decision trees.

properties, and intuitive to humans, both holistically as a hierarchical partition of
their input space and on the prediction level as a series of simple decision rules.

However, basic trees are rarely used in practice due to several weaknesses, fore-
most of which is their sensitivity to randomness of sampling and noisy observation,
resulting in a tendency to over t to training data. Moreover, they are limited in their
compatibility with modern machine learning methods because of, for example, their
non-parametric nature, their lack of meaningful di erentiability, and their general
limitation to tabular data.

The rst limitation, at least, is typically resolved using ensembles of trees, which
are a modern staple of tabular machine learning. These include ensembles with ran-
domization strategies to reduce over tting, such as random forests [26] and ExtraTrees
[68], and boosted ensembles of small trees, such as AdaBoost [62], and XGBoost [35].
The tradeo of ensembles is that their increased complexity results in longer training
time, larger memory requirements, reduced interpretability, and slower safety veri -
cation (shown to be NP-Complete by [100]).

We propose KDDTs to augment, and sometimes even replace, these methods while
relaxing additional limitations of tree-based models, providing trust-related bene ts,
and improving the practical usability of trees, as studied throughout the rest of this
thesis. KDDTs belong to a less well-known family of tree-based methods wherein
a decision may take multiple paths and a prediction is a weighted combination of
leaves, variously called fuzzy decision trees, soft decision trees, di erentiable decision
trees, and neural decision trees. We use Fuzzy Decision Tree (FDT) as an umbrella
term. Most use soft partitions at each node that smoothly transition the allocation
of the decision from one subtree to another based on a learned splitting function.
Many grow a tree using a standard DT algorithm, then replace splits with fuzzy
splits. Depending on the algorithm, it may also freeze the tree structure, replace
the splits with parametric splitting models, and train the parameters using gradient-
based optimization. Many support fuzzy data, and some require it; prior methods can
nd optimal splits only for fuzzy categorical data because, unlike when tting crisp
trees, the gain for fuzzy splits on numerical data is continuous in the threshold value,
ruling out exhaustive search for nding the optimal threshold. Alongside the KDDT
formalism, we propose a fuzzy generalization of CART that is the rst algorithm for
e ciently nding optimal splits on continuous features for FDTSs, including but not
limited to KDDTSs.
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2.3.2 Related Work: Fuzzy Decision Trees

FDTs, unlike standard decision trees, are based on partitions that allocate a decision
partially to multiple subtrees rather than wholly to one. The allocation is typically
based on a learned splitting function. Starting with [32], many variations of the con-
cept have been proposed over the years. We focus on those that build a tree greedily
as with crisp trees and refer the reader to [36, 6, 161] for overviews of work in this area.
In particular, we mention a few paradigms for tting to highlight the di erence in our
approach. Most methods are based on fuzzy sets and only handle categorical features
natively, so continuous data must be discretized [129]. Other approaches instead add
fuzziness to partitions selected by algorithms for crisp trees [31] or fuzzify a crisp tree
after it is completely tted [41]. Our approach uses kernels to naturally represent
fuzziness of continuous features without need for discretization and e ciently nds
optimal partitions for the estimated distributions of data. The fuzziness is native to
the learning process; there is no separate step to add it afterwards.

We also mention that there are numerous works learning fuzzy decision trees
with a variety of splitting functions using gradient-based optimization. For example,
Oblique Decision Trees (ODTs) use linear splits. These are less relevant to vanilla
KDDTs; see Section 4.1.1 for more.

There are a few cases where KDE has been integrated with decision trees, but
not to de ne fuzzy trees as in KDDTs. [159] propose a technique whereby prediction
paths in a conventionally trained decision tree are used to choose features for KDE-
based classi cation. This produces continuous predicted class probabilities (like KDE
classi ers) and resists performance degradation due to the curse of dimensionality (like
decision trees). [96] use one-dimensional KDE as features for training decision trees
for one-class classi cation, which is used for tasks like outlier or anomaly detection.
Other works use KDE only in the leaves and not to determine partitions [179, 135].
Our approach, unlike these, modi es the basic decision tree to t directly to the
density estimate and optionally make kernel-smoothed predictions.

2.3.3 Algorithms for Fuzzy Decision Trees

minimizes the risk on the class-dependent kernel density estimate

1X”
Be(X;y) = o 1fy = yigk(x;x;)

i=1

wherek is a chosen kernel. We propose here a generalization of CART for tting to
Pc. It is a generalization in the sense that, if we lek(z;x) = (z x), then the
tting algorithm is just standard CART. Here s the Dirac delta function in RP,
which has value zero everywhere except at zero, and which has integral 1 dvér We
call suchk the \delta kernel” or \  kernel". It can also be viewed as a generalization
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of CART in the sense that it constructs the tree we would get in the limit as the
number of samples approaches in nity by sampling fromqpand tting using CART.
In order to do this e ciently, we make the following assumptions.

Assumption 2.1.  For all x 2 RP, the fynction k( ;x) is a probability distribution
on RP, thatis, k(z;x) Oforallz and ., k(z;x) dz = 1.

Assumption 2.2. For all x 2 RP, the distribution k( ;X) is isotropic, that is, it can
be written in terms of its marginal distributions k; as

w
k(z;x) = Ki(z;X):
j=1
To meet these assumptions, we typically use the following marginal kernels with
a bandwidth parameterh:

" Delta kernelkj(z;x) = (z x;). This interprets an observationx; without
uncertainty and results in the conventional CART algorithm.

" Box kernelkj(z;x)/ 1fz 2 [x; h;X; + h]g. This interprets an observation
X;j as a uniform random variableU[x;  h;x; + h].

. ) )2
* Gaussian kernek;(z;x) / exp - X

as a normal random variableN (x;; h).

. This interprets an observationx;

Marginals k; and their respective bandwidths can be mixed and matched to form the
multidimensional kernelk.
For tting, but not for prediction, we need one additional assumption.

Assumption 2.3. Forall x 2 RP, j 2 [p], k; (;X) is piecewise-constant.

Assumption 2.3 motivates the notion of using dierent kernels for tting and
prediction. For example, one may use a histogram approximation of a Gaussian
kernel for tting, then an equivalently scaled Gaussian kernel for prediction. One
may also use, for instance, a box kernel for tting and a delta kernel for prediction if
they require unsmoothed predictions.

General Fuzzy Decision Trees

Before specifying the tting and prediction algorithms, we de ne a more general
notion of FDTs with which our algorithms are compatible. It encompasses both
KDDTs and the majority of prior formulations of FDTSs.

An FDT T is a hierarchical set nodes where eadahternal nodei is characterized
by the following:

~ aleft child *; 2 [jTj]
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" aright child r; 2 [jTj]
" a splitting function ; : RP! [0; 1]
" avaluev; 2 RY.

Each leaf node has only a value.
The splitting function determines the allocation of the decision to each subtree at
a split. The tree's prediction is de ned recursively as

@ x)f )+ () (x) iisinternal

fi(x) =
() Vi i is a leaf

(2.3)

with recursion starting at the root. For conventional crisp decision trees, the splitting
function is {(x) = 1fx, >t;g for attribute index & 2 [p] and thresholdt; 2 R.

A common type of FDT, like conventional trees, uses a single feature and threshold
at each node, but makes the transition of the decision allocation gradual. These
axis-aligned FDTs typically have a single base splitting function : R ! [0; 1], for
example, a sigmoid function, and de ne the node splitting functions as(x) = (X,
ti). As for KDDTs, for a nodei with lower and upper boundd;u 2 (R[f1 ;+1g )P
de ned by its ancestors' splits,

Kj(ti;x)  Kj(li;x)

()= Kj(ui;x)  Kj(li;x) @4

whereK; ( ;x) is the Cumulative Distribution Function (CDF)
Z t
Kj(t; x) = ki(z;x) dz
1
of k; (;x). Since the boundd and u depend on the splits of ancestor nodes, KDDTs
have a dependency between splitting functions not seen in other FDTSs.
FDTs can also be represented usingiembership functions ; : RP ! [0;1]. Let
A; be the set of ancestor nodes of further, let A-; be the ancestors of which is
a left descendent andA,; the ancestors of which is a right descendent. Then the
membership function is de ned
Y Y
i(x) = @ ) i (x) (2.5)

j2A j2Ax;

and indicatq§ the degree of membership of input to nodei. Accordingly, it is easily
shown that ;.6 i(X)=1forall x.

For KDDTs, the membership value is the probability of membership in a node
for a conventional decision tree given the uncertain interpretation of the input. In
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particular, for a nodei with lower and upper boundsl;u 2 (R[f1 ;+1g)°,

i(X) = Ex k()X 2 Ri]
k(z;x) dz

Y?i (2.6)
Ki(u;x)  Kj(lj;x):

i2[p]

whereR; is the (possibly unbounded) hyperrectangle
Ri = (l1;ug] (lps up: (2.7)

Thus the isotropick, as in Assumption 2.2, makes computation of membership values
e cient.
Given the membership value, the predictions can be written simply as

X
f(x)= i(X)Vi (2.8)

i2leaves

as an equivalent alternative to Equation 2.3.

Fitting Fuzzy Decision Trees

Here we present an e cient algorithm for tting FDTs with a generalization of CART.
While we present it generally, it is easily adapted for KDDTs using the equivalence
speci ed in Equations 2.4 and 2.6.

the goal is to construct a tree and assign features and thresholdst to minimize an
impurity function, used like a risk functional, as

1 X
R[h] = = w; Impurity( v;) (2.9)
n i2leaves
for tree-based hypothesif, wherew; is the sample weight
X
W = i(Xj): (210)
j2[n]

For now, it is su cient to assume that node values are always assigned as the weighted
mean 1 X
Vi= — i(Xj)yj: (2.11)
"2
This is actually a consequence of the equivalence this impurity minimization scheme
to ERM, as discussed in Section 2.3.5. For KDDTSs, this gives the identity; =
Exy o ly ] X 2R ] with R; as in Equation 2.7.
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Common impurity functions for classi cation are the Gini impurity

X
Gini(v) =1 v (2.12)
i2[p]
and entropy X
Entropy(v) = vj logy;: (2.13)
i2[p]

For regression, the typical impurity function is Mean Squared Error (MSE) impurity,
which cannot be written in terms ofv alone, but as formalized in this work, it is
equivalent to the Gini impurity up to constants, so Gini impurity can be used for the
sake of optimization.

As in CART, a tree is constructed using a greedy top-down algorithm whereby, at
each nodd, the featurea; and thresholdt; are chosen to minimize the total impurity.
This is usually described in terms of the maximization of the gain

Gain(a; t) = Impurity( vi) %Impurity(v\) %lmpurity(vr) (2.14)

where the weights and values of the child nodes depend arand t. This proceeds
until one of several possible stopping conditions is met.

In CART, for each a2 [p], a set of candidate thresholds is generated by bisecting
each consecutive pair of data values, then the total of each target value on either
side of each candidate threshold is computed using a cumulative sum. This allows
the e cient evaluation of every possible partition of the training data. However, for
FDTs, where ; is also given, the gain may be continuous, and such an exhaustive
evaluation is generally not possible. To tackle this, we make the following assumption,
which is implied by the more speci ¢ Assumption 2.3 for KDDTSs.

Assumption 2.4. Each splitting function ;(x;;a;t) is continuous and piecewise-
linear in t. In particular, it is linear on intervals (1 ;C.1);[G:.1;G.2];: 55 [Gr 1 ).

We also make an assumption about the impurity function. Entropy, Gini, and
MSE all satisfy this condition.

Assumption 2.5. The Hessian of the impurity is negative semide nite everywhere.

Then Theorem 2.1, which we prove in [77], provides a set of candidate thresholds.
Theorem 2.1. If Assumptions 2.4 and 2.5 hold, then given a featura 2 [p], a
thresholdt 2 R that maximizes Gairfa;t) is in fcx jj 2 [n];k 2 [ri]g.
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Now that we have a set of candidate thresholds, Since the membership valugs
are linear int, we can iterate over the ordered candidates,(t,;:::) as in CART and
keep a running sum of target values

X
S, = ‘i(Xj)yj (215)
j2[n]
using the update
S (Atker) = S (@ te) + (e t)S® (a5 t) (2.16)
where the rate of change is updated
2@ te) = SP(@t)+( M@gm:x))  Aaigm 1X))) i(X)y; (2.17)

wherec., is the partition bound corresponding to threshold candidateé***. When
p is out of range, the term is omitted. Then we compute gain using Equation 2.14
with the identities v; = si=w, w;, = w; W, ands; =S; S-.

Stopping Conditions

Various stopping conditions are possible. The following are straightforward to imple-
ment in a recursive tting algorithm:

~ maximum depth
minimum sample weight allowed in any node

Cost-Complexity Pruning (CCP) , the minimum gain, weighted by the pro-
portion of samples at the current node, required to create a new split

timeout.

If splits are added to the tree in order of highest gain, for example, using a priority
gueue, additional stopping conditions are possible:

" maximum number of nodes

" maximum number of leaves.
In the absence of equal-gain splits, these are equivalent to CCP, but o er more
transparent control of tree size. All of the above stopping conditions are supported

in our published implementation of KDDTSs.
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Computational Complexity

The threshold search for a single node in CART witin incoming samples iterates
over n thresholds for each ofp features, computing impurity on q targets for each,
resulting O(npg). Our FDT algorithm multiplies the number of threshold candidates
by the number of splitting function piecesr minus one and adds constant additional
computation to each step, resulting inO(npqr). In the context of KDDTs, the com-
plexity of CART is multiplied by the number of pieces in the tting kernel. For simple
kernels like a box kernel, the additional cost is negligible. For approximated kernels,
such as a histogram approximation of a Gaussian kernel, the number of bins (pieces)
can be set as a tradeo of runtime vs. delity.

Another factor to consider is that, in classic CART, a sample may only belong
to one path, that is, one node at any depth level of the tree. This means that, for
balanced trees, the complexity of tting the entire tree isO(npglogjTj), as opposed
to O(npqgTj) for highly unbalanced trees. Meanwhile, in FDTs, data may belong to
multiple paths, and in the worst case, all of them. This worst case giv€ynpqrjTj) for
any tree shape. However, in reality, it is a spectrum. In the context of KDDTSs, using
a small bandwidth results in sparse membership; as kernel bandwidth approaches
zero, the worst-case runtime approache®(npqrlogjTj) for balanced trees. Using
large bandwidth results in dense membership, with worst-case runtime approaching
O(npqrjTj). Indeed, in practice, we see that tting kernel bandwidth has a dramatic
e ect on tting time.

Likewise, for prediction, classic CART i90(logjT)j) for balanced trees andO(jTj)
for highly unbalanced trees, whereas FDT prediction ranges fro@(logjTj) to O(jT}))
depending on membership sparsity for balanced trees.

2.3.4 Visualization on Toy Data

Figures 2.2 and 2.3 visualize tree-based classi ers and regressors, respectively, on
synthetic 2-dimensional toy data sets, each with 50 samples, then 1000 samples. The
DTs have size selected via the CCP-parameter by 10-fold cross-validation, and the
KDDTs use a box kernel with bandwidth likewise selected by cross-validation.

KDDTs tend to have smoother decision boundaries with larger margins. They
also tend to grow larger when size is selected in this way, but can often be pruned
without signi cantly a ecting predictions.

2.3.5 Tree Growth as Empirical Risk Minimization

Decision tree growth is often understood to be a fundamentally di erent learning

process from the typical ERM since it aims to maximize gain functions, such as Gini
gain or information gain, that are uniquely de ned for trees. However, these processes
can actually be viewed through the lens of ERM with common loss functions, as
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Data Decision Random KDDT
Tree Forest smoothed unsmoothed

Figure 2.2: Visualization of tree-based classi ers on toy data.
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Data Decision Random KDDT
Tree Forest smoothed unsmoothed

Figure 2.3: Visualization of tree-based regressors on toy data.
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full name short name labels features samples

Iris iris 3 4 150
Wine wine 3 13 178
Glass Identi cation glass 6 9 214
Optical Recognition of Handwritten Digits optdigits 10 64 5620
lonosphere ionosphere 2 34 351
Pen-Based Recognition of Handwritten Digits  pendigits 10 16 10992
Image Segmentation segmentation 7 19 210
Letter Recognition letter 26 16 20000
Yeast yeast 10 8 1484
Spambase spambase 2 57 4601
Connectionist Bench (Sonar, Mines vs. Rocks) sonar 2 60 208
Statlog (Landsat Satellite) satimage 6 36 6435

Table 2.1: Information about data sets.

established by the following theorems. These will be used throughout this work. See
Appendix B for the proofs.

Theorem 2.2. For KDDTs, Gini impurity is equivalent to Mean Squared Error
(MSE) risk on the smoothed empirical distributionpy.

Theorem 2.3. For KDDTs, Entropy impurity is equivalent to cross-entropy risk on
the smoothed empirical distributiony.

Since conventional DTs are a subclass of KDDTs, we get the following corollaries
by letting k(z;x)= (z x).

Corollary 2.1. For DTs, Gini impurity is equivalent to MSE risk on the empirical
distribution Px.y.

Corollary 2.2. For DTs, Entropy impurity is equivalent to cross-entropy risk on the
empirical distribution Py .y .

From these, we conclude that tree tting to maximize Gini gain and Information
gain minimizes empirical MSE and cross-entropy risk, respectively.

Furthermore, through this framing of tree tting as risk minimization, it is straight-
forward to show that the risk-minimizing leaf values are as in Equation 2.11 for both
cross-entropy and MSE. However, this it may be di erent for other loss functions.

2.3.6 Benchmarks

We compare KDDTs to conventional decision trees in the form of basic Decision
Trees (DTs), Random Forests (RFs), and ExtraTrees (ET). We include Extreme
Gradient Boosting (XGB) [35] as a representative of boosted ensemble methods, but
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decision tree random forest ExtraTrees boost
model DT KDDT DT KDDT DT KDDT XGB
smoothed - yes no - yes no - yes no -
iris 940 96.7 97.3 | 94.0 947 953 | 953 953 96.0 | 94.0
wine 88.2 97.7 943 | 97.7 98.9 98.9 | 98.3 98.3 98.3 | 96.0
glass 71.0 733 710| 786 809 776 |77.1 76.7 76.3| 78.1
optdigits 90.8 97.7 949 | 98.3 98.6 98.6 | 985 98.6 98.6 | 97.8
ionosphere 87.8 923 93.2 | 93.7 949 949 | 943 943 943 | 93.2
pendigits 96.3 989 98.0| 99.1 99.3 993 | 994 994 99.3| 99.1
segmentation | 88.6 89.5 89.0| 91.9 929 924 | 914 929 919 | 87.6
letter 88.1 945 881|968 966 96.6| 974 975 974 | 96.5
yeast 58.6 61.3 60.2| 619 613 62.3 | 609 615 605| 59.4
spambase 921 935 922|954 956 953|96.0 956 955| 95.6
sonar 720 831 783 | 836 86.0 89.4 | 88.0 89.4 89.4 | 84.6
satimage 87.4 90.6 88.7 (920 91.7 91.7|91.8 917 91.6| 92.1

Table 2.2: 10-fold cross-validation accuracy for tree-based models. Best in category
is bold. Best overall is underlined.

do not implement boosted KDDTs. We also include as baselines Linear (or Logis-
tic) Regression (LR) and a small Multi-Layer Perceptron (MLP). The data are the
most popular tabular class ciation data sets with continuous features from the UCI
Machine learning Repository [49] at the time of writing. Data sets are summarized
in Table 2.1. We report accuracy from 10-fold cross validation, and hyperparameters
including kernel bandwidth and CCP- are selected for each fold by an additional
10-fold cross validation. We also set a minimum sample weight of 1 for all models.
The KDDT-based models use a simple box kernel, that is, a uniform distribution on
a hypercube centered at the input. Additional details are available in Appendix C.2.

The results are shown in Table 2.2. They show that KDDTs are a powerful
enhancement of conventional trees, usually providing a signi cant boost to single-tree
performance or a modest boost to random forest performance. There is less evidence
of bene t to ExtraTrees models, where the altered choice of threshold value is mostly
lost due to random threshold selection. KDDTs outperform decision trees on every
data set and come close to or exceed the conventional tree ensembles on several, a
notable feat for single trees with feature-aligned splits. With random forests, KDDTs
outperform standard trees on 10 data sets. With ExtraTrees, they outperform on 6
and tie on 3. A model using KDDTs outperforms all baseline models on 9 data sets
and ties on 1. Usually, KDDT performance is better with smoothed predictions than
without.
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2.3.7 Discussion

KDDTs o er a simple and e cient way to improve the generalization of decision
trees by interpreting inputs as uncertain, or viewed di erently, by regularizing the
predictive function they represent through smoothing. This signi cantly boosts the
performance of single-tree models, sometimes coming close to or matching ensemble
performance, and can slightly increases the performance of tree-ensembles.

The regularizing e ect also improves various aspects of the robustness of trees, as
we explore in Chapter 3. Moreover, the use of prediction kernels augments KDDTs
with the additional utilities of smooth prediction and di erentiability, which we apply
for gradient-based learning in Chapter 4 and semi-supervised learning in Section 5.1.
Finally, the KDDT tting algorithm is generally useful for tting trees to any kind
of piecewise-constant distribution, not just smoothed empirical risk. We explore its
application toward decentralized federated learning and ensemble merging in Sec-
tions 5.2 and 5.3, respectively.

The main limitations are the following. First, there are limitations on the kernel
choice. For both tting and prediction, we require that the kernel is isotropic, that is,
that it has diagonal covariance, and for tting, we require the marginal distributions
to be piecewise-constant. Second, the possibility for samples to take multiple paths
increases computational cost; if the kernel support is large, the data membership
in tree nodes becomes dense and the computation cost becomes very high. Third,
KDDTs introduce a rather complex design choice in the shape and size of the kernel.
We nd that, in the general case, the best strategy is usually to choose a simple,
symmetrical kernel such as a box kernel or Gaussian kerenl and select bandwidth
from a set of candidate values, usually in the range dd1 to 1 for normalized data, by
cross-validation. Of course, tuning the bandwidth by cross-validation also increases
the cost of applying the models; however, since tree ensembles and cross-validation
are easily parallelizable, and since trees have a small memory footprint and do not
require any special hardware such as a GPU, KDDTs still remain practical to apply.

2.4 Other Models

We brie y discuss the potential for application of this uncertain interpretation for-
malism to a number of other model classes besides trees.

2.4.1 Partitioning Models

The key to applying the formalism to trees is that trees partition the domain and have
constant value on each subdomain, so the smoothing reduces to integrating the kernel
on each subdomain. Under certain assumptions on the model structure and kernel,
the integral is e cient to compute. For trees, we rely on axis-aligned splits, that is,
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hyperrectangular partitioning, and isotropic kernels. Other partitioning models are
also promising candidates for e cient application.

There are various generalizations of decision trees that use di erent decision rules
from the typical feature-threshold rules. We discuss some of these in Section 4.1. A
popular example is Oblique Decision Trees (ODTSs), where the decision rules compare
a linear combination of features to a threshold. Then the resulting subdomains are
convex polytopes. Even if the kernel is uniform on a convex polytope such that
the integral reduces to computing the measure of a convex polytope, it is hard to
compute [51], but fast approximations have been developed [66, 53, 30]. This does
not guarantee, however, that they can be used e ectively for tting ODTSs, for which
there are several methods.

There are various algorithms for learning logical rule-based models, of which trees
are just one example. Like trees, they are often valued for their intuitive logic-based
decision making, and like trees, they are good candidates for e cient application
of our uncertain interpretation formalism, particularly with simple feature-threshold
rules. Though they are among the oldest kinds of learned models, innovation on rule-
based models and learning algorithms continues to this day; recent examples include
[195, 140]. Some, such as certain types of rule lists, are special cases of trees or tree
ensembles. [124] recently survey explainability and interpretability in machine learn-
ing and include a section on rule-based models. [117] broadly study the intersection of
rule-based systems and machine learning. [59] survey genetic algorithms for learning
rule-based models, including trees.

A particularly interesting class of models are those based on Directed Acyclic
Graphs (DAGSs), of which trees are a special case. DAGs allow a node to have multiple
parents, meaning that they can be much more compact and computationally e cient
than trees by consolidéting redundant structures. As an extreme example, consider
the mapping x 7! 1f =, Xi O0g. While a decision tree takesO(2P) nodes to
represent this mapping, a DAG with similar feature-threshold rules can represent it
in just O(p) nodes. Meanwhile, the node membership computation strategy we use
for smoothing trees can be applied e ciently to more general DAGs with very little
modi cation. Much of the literature in DAG is toward building Bayesian networks.
However, these model discrete data, whereas the focus of this work is continuous data.
Though we are not aware of any, if there exists work viewing DAGs as an alternative
to decision tree learning, particularly learning algorithms based on a greedy heuristic
similar to CART for learning trees, then it is possible that our KDDT tting algorithm
could be generalized for DAGs.

2.4.2 Linear Models

We begin with linear regression, which has the forrh(x) = Ax + b for someA 2
Rg p;b2 RY. The usual loss function is mean squared error. Consider the risk for
one output componenti 2 [q] for training samplex;y. If we reasonably assume that
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Ex k() [X] = X, then the risk is

Ex k( ;x)[(Ai>X+ b yi)z]: Ex k( ;x)[Ai>X+ b yi]2+Varx k( ;x)[Ai>X+ b Yi]
=(A7x+h y)*+A] A,

where is the covariance matrix ;j = Covy k(.x)(Xi;Xj). This is just squared error
with regularization on the coe cients A;; in particular, if = | ,thenitis a standard
L2 regularization with coe cient . This re ects the notion that our formalism is a
kind of regularization. At inference time,fi(x) = Ex «(x)[A7X+ h]=A7x +h, so
the smoothing has no e ect.

For logistic regression, the use of the softmax function to map the linear function
into [0; 1] for classi cation makes computation of the expectation over the kernel
di cult.

2.4.3 Kernel Trick Models

The \kernel trick" writes a model in terms of inner products with the training data,
then replaces the inner products with a kernel function that represents an inner
product in a higher or even in nite dimensional transformation of the data. The best
known example is the kernel Support Vector Machine (SVM), which is used for binary
classi cation only with output dimension g = 1; di erently from our usual notation,
this means that labelsy; are scalars 1 or 1 instead of the usual indicator vector.
In particular, kernel SVM has the formh(x) = ; ayik(x;x;) + bfor some learned
parametersa 2 R", b2 R and chosen kernek. While typically soft-margin SVM is
interpreted as a margin maximization problem, it can also be viewed through the lens
of ERM with hinge loss (¥;y) = max(0;1 ¢y). Suppose we apply our formalism
with another kernel k% Then we have

7 0 1

X X
Ryo[h] = % max @0; 1 ayiyik(z;x))A kYz; x;) dz

i2n] X j2[n]

and there is no obvious e cient and precise way to compute this. This highlights
the di erence between the kernel trick and our formalism despite some surface-level
similarity.

2.4.4 Black-box Models

For model classes where there is no e cient deterministic approach for applying our
uncertain interpretation formalism, Monte Carlo methods can be applied. The most
basic approach is to sample points frork( ; x) to compute unbiased estimates of the

expected risk and smoothed predictions during training and inference, respectively.
For instance, during minibatch optimization of a neural network, one can replace
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each instancex in a batch with a random sample fromk( ;x), and when making a
prediction at an input x, the output can be averaged over many samples frokq ; x).
This is ultimately a kind of data augmentation. While Monte Carlo methods are
simple and general, they are of course approximate, and there is a tradeo of sample
size (and therefore computational cost) vs. variance of the approximation.

Another approach is multidimensional numerical integration, for which Monte
Carlo methods are one family of methods that do not su er so much as others from
a curse of dimensionality, which is important in this context. Viewed through the
lens of numerical integration, there may be methods, Monte Carlo or otherwise, that
better take advantage of the characteristics of a particular model class and kernel.

2.5 Choosing Kernels

The choice of the size and shape of the kernel is important and nontrivial. Even if we
X the shape and choose just the size, too small results in little or no di erence from
the default, unsmoothed model, and too large over-smooths the model and causes it
to undert. In reality, one must also choose the shape of the kernel, including the
possibility for di erent scaling along di erent features.

In short, the best approach we have found that requires no input from the user
is to simply choose a simple, general kernel shape (we use box kernels because they
are e cient with KDDTSs), then select the bandwidth from a candidate list using
cross-validation. This requires that either the data is normalized or the bandwidth is
scaled by some measure of variation for each feature. Usually, for data with standard
deviation 1, a good range of bandwidths is on the order of 0.01 to 1.0.

This approach, despite being the best balance of practicality and e cacy, has
some important limitations. First, cross-validation increases the cost of model design,
and for very large models and/or data, or when tting very many models as in
experimental settings, this can become a practical challenge. Second, though it may
be reasonable to choose dierent bandwidths for di erent features, especially for
e.g. tabular data where di erent features may have completely di erent properties,
it is not practical to choose di erent bandwidths for di erent features using this
exhaustive cross-validation approach because the number of combinations increases
exponentially with the number of features. This motivates exploration into other
strategies for kernel selection. We will overview the approaches we have considered
so far, as well as the bene ts and limitations of each.

First, there is a huge amount of research into kernel selection for KDE that we may
leverage to kernels in a model-agnostic fashion. Some examples include the following.

" Rules of thumb such as Silverman's [156] for bandwidth selection. These are an
extremely low-cost option that may give a starting point for cross-validation,
but rarely achieve the best performance on their own.
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A

Likelihood maximization methods, that is, choosing a kernel that maximizes
cross-validation or leave-one-out likelihood of the KDE. While this still involves
cross-validation, it can be signi cantly faster in practice than cross-validation
involving tting a model.

A

Adaptive kernel methods, that is, methods where properties of the kernel, such
as the bandwidth, are chosen locally. See for example [150] for an in-depth
study.

Some of these scale unfavorably with the size of the data and may not be practical
for large data sets. But the main problem with these methods is that they ignore the
model completely, which can be harmful. For instance, with KDDTSs, the tree acts
as a kind of automatic local dimension reduction. This is bene cial; it eliminates the
curse of dimensionality issue present in purely kernel-based models, helps to generalize
out of distribution, and makes even small kernels useful. However, it means that
bandwidths chosen in a pure KDE context, where there is no dimension reduction,
become increasingly too large. Indeed, we nd that likelihood maximization and
nearest-neighbor based adaptive methods work exceedingly well in low-dimensional
data, but for even moderately many features, the selected bandwidth is always too
large and the tree badly under ts. While trees may be an extreme example, we expect
to see some degree of this issue in any model class. This can be partially addressed
by scaling heuristics, for instance, dividing the bandwidth by the square root of the
number of features, but this is generally unreliable. The main takeaway is that an
ideal kernel selection method must consider the model.

There is one model-agnostic method that, while not ideal, is sometimes useful
because it does not su er from the issue of selecting overly large bandwidth as the
dimensionality increases: selecting the bandwidth independently for each feature,
for instance, using a likelihood maximizing method. In particular, when using a
kernel with piecewise-constant marginal distributions, as required by KDDT tting,
it is possible to compute the leave-one-out likelihood for a sample in linear time;
the density at each point can be computed by a running sum over the kernel pieces
as in the KDDT threshold search. This can select a bandwidth much faster than
cross-validation while also enabling di erent bandwidth for each feature, sometimes
even outperforming the cross-validation approach while generally being less reliable.
The main limitation here, besides that it is still model-agnostic, is that it treats the
features as completely independent, which is usually not a reasonable assumption.

It is not possible to learn the kernel size and shape using training loss; just as
increasing a regularization coe cient does not decrease loss, it is the same for kernel
size. For instance, it is straightforward to see that, in KDDTSs, increasing the kernel
bandwidth never decreases the impurity. As a result, any loss-minimizing approach
will just shrink the kernel toward size zero.

One last approach is to leverage expert knowledge to guide the kernel selection
process. There are often known sources of noise in data, such as quantization, sensor
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error, or inherent randomness of the observed process. In some cases, the noise model
may be understood; in the best case, the exact range or distribution of uncertainty
may be known. In this case, the kernels can be designed to model these specic
sources of noise to make the model aware of them during training and prediction. In
Section 3.2.1, we add noise to data and study its e ect on the kernel bandwidth that
maximizes performance; usually, the optimal kernel bandwidth increases linearly with
the amount of noise, suggesting that knowledge of the noise distribution can indeed
inform kernel choice.
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Chapter 3

Robustness and Veri cation

Robustness refers generally to the ability to remain consistent in the presence of
adverse conditions. In machine learning, it is core to the trustworthiness of a model
to perform reliably in real-world deployment. There are various adverse conditions to
which we expect a good model to be robust, depending on the application context.
Examples include missing values, noisy features or labels, adversarial perturbation of
features, distribution shift, class or group imbalance, data poisoning, and confounding
patterns in the data. Several recent works [61, 184, 24] broadly discuss the various
notions of robustness in ML and their importance for models to be reliable, safe,
predictable, and generally trustworthy.

In this chapter, we examine the e ect of using KDDTs on the robustness of de-
cision trees to a number of adverse conditions. We begin in Section 3.1 by showing
that KDDTs reduce the well-known sensitivity of trees to small, random changes in
the data. Next, in Sections 3.2 and 3.3, we show how KDDTs improve robustness
to noisy features and noisy labels, respectively. In Section 3.4, we study the robust-
ness of KDDTs and their ensembles to adversarial perturbation. While adversarial
perturbations are not actually present in most applications, it is a useful framework
for analyzing the robustness of models when the natural perturbation distribution is
unknown. Since these kinds of data issues are common, these help to better under-
stand why KDDTs can so greatly outperform decision trees and better inform their
application.

Finally, in Section 3.5, we discuss the related topic of veri cation, that is, the
process of proving or nding counterexamples to safety properties of models, of which
the most popular property among researchers is adversarial robustness. We propose
the rst veri cation algorithm for FDTs that is sound and complete in nite precision
and show that, despite the NP-Completeness of the veri cation task, it scales to
reasonably sized models in practice.
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Figure 3.1: Test set prediction variance of KDDTs trained on 100 bootstrap samples,
relative to that of DTs, for 12 data sets. Average over data sets in high opacity.

3.1 Decision Tree Stability

One of the main drawbacks of decision trees is that they are unstable or sensitive
to small changes in the training data [113, 144, 89]. Since the growth algorithm is
greedy, and since each subtree depends on its ancestor splits, a change in split can
result in an entirely di erent subtree. This is one interpretation of why bagging is

SO e ective with trees; by averaging over randomized trees, it reduces the variance to
zero as the ensemble grows large.

One of the known e ects of regularization is to reduce the variance of a learning
algorithm at the cost of increased bias, which motivates the question of to what extent
our uncertain interpretation formalism, which we view as a kind of regularization,
has this e ect on trees. To test this hypothesis, we split each of the 12 data sets
summarized in Table 2.1 into 50% training and 50% test data, then t DTs and
KDDTs with box kernels of various bandwidth to 100 bootstrap samples of each
training set, as if tting a random forest but without feature randomization. Then
we measure the variance of the predicted scores over the 100 trees, averaged over
the samples in the test set. In Figure 3.1, we show the evolution of the average
prediction variance of the KDDTSs relative to that of the DTs. As the bandwidth
increases, the variance of the predictions reduces, especially when using smoothing
during prediction. This is evidence that our uncertain interpretation formalism is a
kind of regularization, and that KDDTs are e ectively regularized decision trees with
improved robustness to the inherent randomness of sampled data.
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3.2 Feature Noise

For any data set, various sources of noise that are not informative of the target value,
whether it be a class label or regression target, may a ect the observed feature values.
These can range from sensor error to precision issues to the inherent randomness of
the process under observation. In some cases, the noise model may be understood; for
instance, sensors may have known noise distributions and failure modes, and random
physical processes, such as radiation, may be well-understood. In other cases, sources
of error may be unknown. The relationship between feature noise and performance is
well-studied with numerous works showing a steady decrease in performance as the
noise severity increases. See [84] for a survey of such works.

Trees in particular can be vulnerable to feature noise. When fully grown, they are
highly vulnerable to over tting. In addition, they are known to be sensitive to small
changes in the data, as demonstrated in Section 3.1; even a small change, especially
if it a ects the choice of split early in the tree, can have a butter y e ect on the rest
of tree that depends on it. Since KDDTs interpret data features with uncertainty,
we expect them to be more robust to feature noise if the size and shape of the kernel
accurately re ect the noise present in the data. This can also be seen more generally
as a regularizing e ect that reduces over tting to noisy data. In this section, we test
these hypotheses by evaluating KDDTs trained on data with random noise added to
the features.

3.2.1 Experiments

We study the e ect of KDDTs on the robustness of decision trees to feature noise.
The data is described in Table 2.1. For each data set, we apply additive uniform or
Gaussian noise to features, and for the KDDTSs, we test with box and Gaussian ker-
nels. We test combinations of noise scaling and kernel bandwidth with both ranging
from O to 1 in increments of 0.1. When the kernel and noise distributions match and
the noise scaling is equal to the bandwidth, then the noise distribution is identical
to the kernel. Additional details are in Appendix C.3. For each trial, we measure
accuracy on a 20% test split which is also a ected by the same additive feature noise.

Figures 3.2 and 3.3 show the results for Uniform and Gaussian noise, respectively.
Figures 3.4 and 3.5 show a breakdown of performance by bandwidth for each noise
level, relative to the best performance of the respective noise level, for smoothed
KDDTs. Additional results of this type are in Appendix D.1.

Performance

In gures 3.2 and 3.3 we see that, across all data sets and at all noise levels, we
see that KDDTs outperform conventional decision trees, and that smoothed KDDTs
outperform unsmoothed KDDTs. On most data sets, we also see that the gap widens
as the magnitude of feature noise increases.
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Figure 3.2: Performance of tree-based models on data where the features are each
normalized to standard deviation 1, then random noise is added from a uniform
distribution with radius shown on the x-axis.
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Figure 3.3: Performance of tree-based models on data where the features are each
normalized to standard deviation 1, then random noise is added from a Gaussian
distribution with standard deviation shown on the x-axis.
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Figure 3.4. Test accuracy relative to best of each noise level (marked with x) for
KDDTs trained on the data with added uniform noise.
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Figure 3.5: Test accuracy relative to best of noise level (marked with x) for KDDTs
trained on the data with added Gaussian noise.
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Kernel Size

In gures 3.4 and 3.5, we see that performance is highly dependent on kernel band-
width and deviation from the optimal bandwidth steadily reduces performance. Sen-
sitivity to choice of bandwidth is generally greater with more noise. In most cases,
the more noise present in the data, the higher the bandwidth that achieves the best
performance, and the relationship between noise level and best bandwidth is approx-
imately linear. In the other cases, the optimal bandwidth does not depend much
on noise; there are no cases where the optimal bandwidth clearly gets smaller with
more noise. This is consistent with the interpretation of KDDTs as accounting for
uncertainty in the input. This suggests that there is merit in the idea of setting
bandwidths based on knowledge of noise in the data; for instance, one might set a
very large bandwidth for a feature that is known to be dominated by noise and a
small bandwidth for a feature that is known to be precise.

Kernel Shape

The KDDT results shown in this section use box kernels. We also ran a smaller
number of trials with Gaussian kernels for comparison and found near-identical per-
formance across the board, regardless of whether the added noise was uniform or
Gaussian. This suggests that, while the kernel size may be important, the shape is
not important for these kinds of noise.

3.3 Label Noise

In classi cation, labels are often provided by humans via expert annotation or crowd-
sourcing, and while most ML methods assume that labels are clean and correct, errors
are actually common. Recently it has been estimated that public research data sets
contain an average of 3% and up to 10% label errors [134]. Moreover, such label errors
are generally more harmful to a trained model than feature noise [205], motivating
the study of techniques for detecting and improving robustness to label errors.

While neural network robustness to label errors has received a great deal of at-
tention [88, 160], work on decision trees remains limited. Some show trees' innate
theoretical resilience to certain kinds of label errors in the sample limit, for example,
[71]; however, such work does not provide actionable methods for improving robust-
ness in real applications. Others focus on ensemble methods such as random forests
[193, 203] or gradient boosting [127], which are not applicable to single trees.

In this section, we provide some no-go theory that shows that popular loss design
techniques used in deep learning for robustness to label noise are not applicable to
decision trees. This motivates the use of methods specialized for decision trees. We
show that the regularizing e ect of KDDTs improves robustness to certain kinds of
label noise. We also adapt and enhance a specialized noise-robust impurity criterion
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from prior work.

3.3.1 Types of Noisy Labels

For each random samplex;y, we assume that the observed labgt may di er from y

due to noise. Label noise is categorized by the nature of the conditional probability
P(y-j x;y). We described types of label noise as follows. B{y-j x;y) = for all

y 6 y, then it is called uniform label noise. More generally, iP(y-j X;y) = Ty for
someT 2 [0;1] P, then it is called class-dependenkabel noise with transition matrix

T. If P(y] X;y) depends onx, then it is called feature-dependentabel noise. While

a variety of successful methods improve robustness to uniform and class-dependent
noise, feature-dependent noise is more challenging.

3.3.2 No-go Results for Loss Design Methods with Trees

A popular method for improving robustness to label noise in parametric machine
learning is to modify the loss function to achieve theoretical noise tolerance. While it
is not usually considered possible to apply such methods to non-parametric models
like trees, the equivalence of tree tting to ERM, as we show in Section 2.3.5, provides
a framework by which to plug in loss design methods to decision trees. However, we
nd that two popular methods, when analyzed this way, turn out not to be useful
for trees. As in Section 2.3.5, we prove these results for KDDTs, but since DTs are
a subclass of KDDTs, the conclusions apply to conventional trees as well. Proofs are
in Appendix B.

Symmetric Losses

Symmetric loss functions are known to be noise-tolerant to various types of label
noise under mild assumptions and improve robustness to noise labels in practice
[123, 72, 70, 33]. Adopting the de nition from [70] into our notation, a loss function
i:,is symmetric if there exists some constart such that, for any predictiony 2 [0; 1]9,

i2[q] (Y, e) = c¢. Recall that g is the number of classes and; is the indicator of
classi, which is how we represent class labels consistently with regression targets in
this work. Put di erently, a symmetric loss is one where the sum of loss values over
every possible ground-truth label is constant over all possible predictions. Examples
include 0-1 loss and Mean Absolute Error (MAE) loss.

Theorem 3.1 shows that, when using any symmetric loss to t a decision tree,
the plurality indicator, that is, a one-hot vector with 1 in the position of the most
frequent label, is always an optimal leaf value. This frequently results in cases where,
despite high impurity, both children of every possible split have the same leaf value,
resulting in zero gain and terminating tree growth early. This is why, for instance,
we do not use accuracy as an objective for tree growth. Consequently, symmetric loss
functions are not suitable for tree growth.
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Theorem 3.1. For any decision tree and symmetric, non-negative loss function, there
exist loss-minimizing leaf values that are plurality indicators.

Loss Correction

Loss correction [137] is a method for class-dependent noise robustness that assumes
knowledge of the transition matrix T and incorporates it into the loss so that, in
expectation, the risk minimizer is the same as if training on clean data. In particular,
forward correction uses corrected lossr (Y;y) = (TY;y). Theorem 3.2 shows that

this has no e ect on the structure of a learned tree. Therefore, one may simply learn

a tree with the loss™, then correct the leaf values. However, if the correct label is
observed most frequently, a reasonable assumption, then this is unlikely to change
the plurality label at many leaves. This re ects trees' inherent tolerance to certain
kinds of noise. As in [137], we assumie is invertible.

Theorem 3.2. The learned structure of a decision tree is invariant to forward loss
correction.

There is also a related method callethackward correction Unlike forward cor-
rection, this can result in a di erent tree structure; however, we show empirically in
[166] that this has no in uence on the performance of trees.

3.3.3 Credal Impurity for Fuzzy Trees

Credal decision trees [1, 122] augment the C4.5 tree tting algorithm by incorporating
imprecise probabilities into the splitting criterion. This method is shown by [122] to
improve robustness to noisy labels. Here we generalize the method for FDTs and the
CART tting algorithm.

Credal sets are convex sets of categorical distributions estimated from data based

samples in each class, whergis the total number of classes, anfll =, n; the total
number of samples. Then the credal set is
8 9
< X =
ni ni+s
g - q . | - I 1 . P —
C(n) : p2[0;1* p 2 N+ S N+s 8i 2 [q],iz[q] P 1; (3.1)

wheres 2 R g is a hyperparameter with largers leading to more conservative in-
ference. One can think of a credal set as the set of distributions one could achieve
by adding s additional labeled samples to a population. This has the property that
larger sample sizes yield a smaller, more con dent range of probabilities.

Credal decision trees simply replace the impurity function with its maximum over
the credal set formed by the samples at a given node. In particular, for a node value
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v and total sample weightw as de ned in Equations 2.10 and 2.11, the resulting
imprecise impurity is

Impreciselmpurity(v; w) = max Impurity( p): (3.2)

p2C(wv)

Notice that the impurity now depends on sample size (weighty in addition to the
node valuev; for very small sample weights, the impurity is always high, but as the
weight increases, the imprecise impurity converges to standard impurity. Imprecise
impurity also creates the possibility that a split may have negative gain, so it may be
used as a stopping condition for tree growth.

While the adaptation of this de nition for FDTs is simple, amounting only to
allowing sample counts to be non-integer, the computation of imprecise impurity is
more complicated. Standard application, as in [122], relies on a simple solution to
the maximization in Equation 3.2 when the sample counts are integer arsR (0; 2].
We propose an e cient method for computing imprecise impurity for integer or non-
integer sample counts and ang 2 R o. The e ciency is particularly important for
tree tting based on CART, which supports continuous numerical features and may
require the evaluation of very many candidate splits for each node.

The problem of selecting the optimal distribution from the credal set can be viewed
as the allocation ofs sample weight to each ofj categories to maximize the impurity.
Put di erently, it is a perturbation of the probability distribution of limited magnitude
to maximize impurity. Consider the gradient of common impurity functions as de ned
in Equations 2.12 and 2.13.

r Ginilv) =1 2v (3.3)

r Entropy(v)= 1 logv (3.4)

From these, it is evident that for anyv; <vj, increasingv; and decreasing; increases
the impurity. Then the optimal perturbation allocates the sample weight to the
lowest-weight class(es). This can be accomplished e ciently by sorting the values,
iterating with a cumulative sum to determine at which point thes sample weight is
fully allocated, assigning the new values, and restoring the values to their original
order. The process is outlined in Algorithm 1.

This has O(q) cost, asymptotically no greater than computing impurity. In prac-
tice, the loop can be replaced with e cient cumulative sum operations, and the whole
procedure can be vectorized over candidate thresholds, resulting in negligible practical
cost.

3.3.4 Experiments

We study the e ect of KDDTs and credal impurity on the robustness of decision trees
to labeling errors. The data is described in Table 2.1. For each data set, we apply
uniform label noise with the probability of mislabeling ranging from 0 to 0.3. We
also test a selection of thes parameter for credal impurity from 0 (normal impurity)
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Figure 3.6: Performance of trees with label noise in the training data. The hyperpa-
rameter s is for credal impurity.
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Algorithm 1 Compute the maximum-impurity member of a credal set.

Input: Node valuev 2 [0; 1]%, sample weightw 2 R.(, credal set parametes 2 R
Output:  Maximal-impurity node value v 2 [0; 1]

1.v wv=w+S) . Scale so that nal result is a distribution

22s sHw+s) . Scale so that nal result is a distribution

3:v  Sort (v) . Ascending order
4t O . Total cumulative allocation

51 1 . Class index
6: while t; <s do

7: tis1 ti+i(vise V) . Compute new total allocation
8: i+l . Increment class index
9: (s ti )=t ¢t 1) . Interpolate to correct total allocation

10:p (1 )it v

11: for j 2 i 1] do . Set perturbed ratios
12: Vi p

13: v RestoreOrder (v) . Revert the sort on line 3

to 10. For context, [122] uses = 2. Additional details are in Appendix C.4. For each
trial, we measure accuracy on a 20% test split that is clean, that is, not a ected by
label noise.

The results are shown in Figure 3.6. KDDTs universally outperform DTs and
nearly always show less degradation in performance as the label noise increases. On a
few data sets, namely optdigits, pendigits, and letter, the KDDTs are hardly a ected
by label noise at all.

Despite some intial results indicating that the credal impurity could improve ro-
bustness, in these results, there not strong evidence that it is bene cial except maybe
in some cases for very strong noise. dfis too large, it usually worsens performance.
We suspect the reason is that, here, the tree size is tuned by cross-validation. This
reduces over tting to noise and appears to largely negate the bene ts of credal im-

purity.

3.4 Adversarial Perturbation

It was discovered in 2013 by [165] that neural networks are vulnerable to impercepti-
bly small, but intentional perturbations of the input that cause a change in prediction.
Examples are shown in Figure 3.7. These became knownaatversarial examplesor
adversarial perturbationsand spurred a lot of research in model veri cation, which
is used to nd, among other safety-related properties, Minimum Adversarial Pertur-
bation (MAP), that is, the minimum-magnitude change in an input to change the
prediction. It has also motivated research into building models that are robust to such
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(a) An adversarial example from a neural network, from [78].

(b) An adversarial example from a random forest, from [74].

Figure 3.7: Adversarial examples with imperceptibly small perturbation.

perturbations. Random forests and other tree-based models are also vulnerable to
adversarial perturbation [74], but have received relatively little attention despite their
widespread application, motivating the development of adversarially robust methods
for tree-based models.

Randomized smoothing [38] is a model-agnostic method for e ciently training
robust models and lower-bounding the robustness of predictions. It is known mainly
as the state-of-the-art approach for L2 adversarial robustness, that is, robustness to
perturbation bounded by the L2 norm; it is also useful for L1 adversarial robustness,
but its practicality diminishes for p-norms with p > 2, especially the popular L norm
[194]. To train a model with randomized smoothing, choose a smoothing distribution
(usually Gaussian for L2 robustness), then train the model on data with random
augmentations sampled from the smoothing distribution; then, average predictions
over many augmentations from the same distribution. Then the average prediction
can be used to compute a high-probability lower bound on the radius of adversarial
robustness. This useful because verifying adversarial robustness of a prediction is NP-
Hard for popular models, including neural networks [100] and tree ensembles [98]. We
show in Section 3.5.3 that robustness veri cation is also NP-Hard for FDTSs.

Our uncertain interpretation formalism is very similar; the only di erence is that
we smooth the predicted scores instead of the predicted class. Therefore, by simply
smoothing predictions instead, our formalism produces adversarially robust models
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with an e cient means of estimating robustness. In particular, if smoothing predic-
tions is deterministic as in KDDTSs, that is, the smoothed prediction can be computed
exactly (see Section 2.3), then there iso need for randomization As a result, there
is no ine ciency from sampling many random augmentations, and the robustness
bounds areguaranteedto hold rather than holding with high probability.

This capability of trees was rst discovered by [93], who dubbed it (De-)Randomized
Smoothing (DRS) and showed that deterministic smoothing reduces cost and provides
larger robustness bounds due to the exponential need for random samples. Lacking
a suitable deterministic tree tting algorithm, their approach is limited to ensembles
of decision stumps, that is, trees with only a single split; this both simpli es tting
and makes it possible to smooth the predictions of the ensemble as a whole. Here
we show how the KDDT tting algorithm can be used for DRS of more general tree-
based models, propose improved methods for ensemble smoothing, and demonstrate
the certi able adversarial robustness achieved in this manner.

3.4.1 (De-)Randomized Smoothing with KDDTs

Like [93], we will focus on L1 and L2 adversarial robustness by smoothing with box-
uniform and Gaussian distributions, respectivefy

Let : RP! R be a smoothing distribution andf : RP ! [0;1]* a classi er,
and write Y(x) = argmaxizq fi(x) the class predicted byf at x. Then de ne the
smoothed predictorp: RP ! [0; 1]% as

z
Pe(X)= P [(x+ )= (= RplfS?(><+ )=cg ()d
for each output indexc 2 [q]. If f is a tree, thenp is a KDDT with kernel k(x;x9 =
(x° x) where each leaf value is set to its argmax indicator after tting. Then, by

the following theorems adapted from [38, 194], we have certi ed robustness bounds
for KDDTs with Gaussian and box kernels.

Theorem 3.3. Let N (0; I)andk k, r. Then, for all c,

r
Pc(X + ) Ype(x)) — (3.5)
where is the Gaussian CDF.

For a model smoothed with an isotropic Gaussian distribution, this provides a
means of computing a radius of certi ed L2 robustness given a smoothed prediction.

Theorem 3.4. Let U, pandk ky r. Then, for all c,

POt ) 00 5 (3.6)

1See [194] for a broader discussion of perturbation norms and smoothing distributions; as usual,
we can use any isotropic distribution as a KDDT kernel.
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For a model smoothed with a isotropic uniform distribution, this provides a means
of computing a radius of certi ed L1 robustness given a smoothed prediction.
Moreover, for Gaussian smoothing, [110] provides the following.

Theorem 3.5. Let N (0; I)andk k, r. Then, for all c,

r r
Pe(Xx + ) Ha+ pe(x) - ) — (3.7)
where a is the (unique) solution to

C @ 1 Harp)) = krop(x)ke: (3.8)

For a model smoothed with an isotropic Gaussian distribution, this provides a
means of computing a larger radius of certi ed L2 robustness given both a smoothed
prediction and the gradient of the smoothed model at that input.

These provide a practical method for obtaining bounds on the robust radius of
KDDT predictions. While setting the leaf values to indicators is not required for these
bounds to hold, it does result in larger bounds and has little e ect on the natural
accuracy, so it is recommended.

3.4.2 Certi cation of Ensembles

While the KDDT prediction algorithm o ers an e cient mechanism for DRS of single-
tree models, it does not o er such a mechanism for ensembles. It is safe to simply use
the average smoothed prediction, since it is equivalent to the smoothed prediction
of the averaged models, but this can result in very poor bounds. As a worst-case
example, consider an ensemble of 21 classi ers in which n classi ers always predict
class 0 anch+1 classi ers always predict class 1; then, as grows large, their average
prediction approaches (b, so the certi able robust radius approaches 0. However, the
true robust radius is in nite for all n. Figure 3.8 shows an example of this gap on
the moons data set. Despite nearly identical predictions, the RF has poor certi able
robustness due to averaging of predictions. If we were able to smooth the predicted
label and not the predicted score of the ensemble, this gap would vanish. Though a
tree ensemble is piecewise-constant, the number of pieces is at worst exponential in
the number of trees, so there is no general, e cient way to accomplish this. In fact,
we show that the problem of smoothing tree ensembles is NP-Hard by reduction from
3-SAT. This is proven in Appendix B.

Theorem 3.6. Computing the smoothed prediction of a tree ensemble is NP-Hard.

This motivates the development of a better approach for computing robustness
bounds when it is e cient to smooth predictions of individual models, b,gt not ensem-
bles. We propose the following. Write the smoothed ensemipx) = = 5 pM(x)
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Figure 3.8: Several L2 robustness bounds computed using Equation 3.5 for a KDDT
DT and KDDT RF trained on the moons data set. Despite their near-identical
predictions, the certi able robustness bounds are smaller for the RF because of the
averaging of its trees' predictions.

for smoothed constituentsp™, i 2 [n]. For a given input x and classc, let )(r)
denote the lower bound orpﬁ')(x + )for k kK r. Then we have ensemble bound
1 X .
(r - D(r) (3.9)
N2

where each () is nonincreasing inr and e cient to evaluate. Therefore we can
simply use binary search over to determine at what radius the ensemble prediction

is tightly bounded above a decision threshold (typically &). In general, this approach
makes no di erence if the ensemble predictions are similar, but improves the bound
more and more as the variance of the ensemble predictions increases, as shown in
Figure 3.9. In the example given at the beginning of this section, where the naively
computed robustness bound is arbitrarily poor, this approach completely recovers the
true level of robustness for Gaussian smoothing, showing that there is potential to
greatly improve the provable bounds for ensembles.

Despite this, there are signi cant limitations. First, the fact that Equation 3.6 is
linear means that this method rarely makes a di erence when smoothing with box
kernels; it simply informs the bound computation that any tree cannot predict a
value less than zero. Moreover, when using gradients, it can actually yield a worse
bound compared to the naive method of averaging predictions and gradients and
using Equation 3.7. Consider an ensemble of two trees with equal predictions and
maximum-magnitude gradients in opposite directions; then our proposed method can-
not use the gradients to improve the bound. However, the naive method leverages the
fact that the average gradient is zero to improve the bound. Another example is when
ensemble constituents are vulnerable to perturbation, but in orthogonal directions.
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Figure 3.9: Change in certi ed radius by using Equation 3.9 with 3.5 for 1000 sets of
5 uniformly random predictions.

In both cases, the ensemble is more robust than its most robust constituent, but it is
clear from Equation 3.9 that this approach can never certify that an ensemble is more
robust than its most robust constituent, whereas the naive approach potentially can.

These cases demonstrate that there is still room for improvement, particularly by
incorporating gradient directions. One approach to accomplish this would be to make
the perturbation bound directional: for direction vectorv 2 RP with kvk = 1, let

() (r; v) lower boundps(x+ V) for 2 [0;r]. If each ()(r; ) is convex or log-convex,
then at eachr in the binary search, one can solve for the directiom that minimizes
the ensemble bound. We conjecture that such a bound exists for the smoothing
distributions discussed here, but leave their discovery to future work.

3.4.3 Experiments

To evaluate our approach, we imitate the experimental setup of [93], who rst pro-
posed DRS with trees. In particular, we use ve binary classi cation data sets and,
for each, train models for L1 robustness with box kernel with radius and for L2
robustness with Gaussian kernel with standard deviation, as shown in Table 3.1.
Additional details are in Appendix C.5. We omit standard random forests as a base-
line because L1 and L2 robustness veri cation is di cult.
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Data Set n p (L) (L2)
Breast Cancer Wisconsin (Diagnostic) 683 9 2.00 0.25

Pima Indians Diabetes Database 768 8 0.28 0.15
MNIST 1 vs. 5 14,000 784 4.00 0.25
MNIST 2 vs. 6 14,000 784 4.00 0.25
FMNIST Shoes 14,000 784 4.00 0.25

Table 3.1: Description of data sets and smoothing parameters, from [93].

Comparison against Decision Stump Ensembles

We rst compare against Decision Stump Ensemble (DSE) [93], to our knowledge the
only existing method using DRS with trees. We evaluate using the same two metrics:
rst, the Average Certi ed Radius (ACR), that is, the average certi able radius of
predictions on the test set, where incorrect predictions have radius 0; second, the
certi ed accuracy at several radii, that is, the percentage of test data at which the
prediction is correct and the certi able robust radius is su ciently large. The results
are shown in Table 3.2.

If we compare KDDT-based methods to DSE, for L1 robustness, KDDTs achieve
higher certi ed accuracy than DSE at all the examined radii, but sometimes fall
slightly short in ACR. For L2 robustness, KDDT-based methods achieve higher
certi ed accuracy at smaller radii, but lower at larger radii, and their ACR is much
lower on the MNIST data sets. KDDTs also achieve better clean accuracy across
the board. From these observations, we conclude that KDDTs achieve better robust
performance at small to moderate radius, but robust performance drops o at the
\tails" of the smoothing distribution. If a higher average radius is desired, one can
simply make the smoothing kernel larger. The fact that this e ect is more severe in the
L2 cases is likely due to the approximation of the smoothing kernel used for tting,
where the tails of the Gaussian distribution are truncated. Using a less truncated
kernel with more pieces would improve it, but increase tting cost, which is already
fairly high due to the large kernels being used.

If we compare KDDT trees and forests, we see that they are usually close in
performance; this is consistent with our understanding of the regularizing e ect of
smoothing, which reduces model variance and decreases the need for ensemble meth-
ods, as discussed in Section 3.1. This is a particularly extreme case where, since the
kernels are larger than one would use when optimizing for clean accuracy, the gap be-
tween trees and ensembles becomes very small. The forests are also at a disadvantage
since their predictions cannot be smoothed in the ideal sense, as established by The-
orem 3.6. We see that trees always match or outperform forests in the L1 robustness
experiments, but forests often take the lead in the L2 robustness experiments.

The standard decision tree always has very poor certi ed accuracy, but sometimes
has higher clean accuracy than any of the robust models, pointing to an accuracy-
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Certi ed Accuracy at Radius

Norm Data Set Method ACR 000 010 025 050 1.00
DT 0255 942 876 204 95 00
Srenst Cancey DT DT 1601 100. 100. 985 92.7 8L0
KDDT RF 1596 100. 100. 985 92.7 81.0
DSE 1396 952 941 921 87.1 728
DT 0079 779 364 45 00 00
biabetes  KODTDT 0149 740 597 338 00 00
KDDTRF 0.146 734 59.1 292 00 0.0
DSE 0153 737 583 301 00 0.0
DT 0066 989 389 00 00 00
KDDT DT 3.632 987 98.7 98.6 984 975
L1 MNISTIVS.S \opTRF 3532 984 984 979 977 971
DSE 3425 962 959 054 947 93.0
DT 0152 982 467 178 7.6 00
KDDT DT 3.032 975 97.3 97.0 96.2 94.1
MNIST2vs. 6\ DDTRF  2.888 966 965 961 955 92.0
DSE 3243 957 955 051 945 92.8
DT 0057 952 164 04 01 00
KDDT DT 2517 895 89.0 882 86.4 822
FMNIST-Shoes | hoT RF 2447 874 867 858 838 798
DSE 2731 844 838 831 817 79.1
DT 0221 942 803 182 80 00
Sreast Cancey ODTDT 0631 100. 985 956 825 3.6
KDDT RF  0.610 100. 99.3 96.4 818 29
DSE 0653 933 90.6 87.3 738 155
DT 0070 779 318 06 00 00
biabetes  KODTDT 0153 734 584 27.9 00 00
KDDT RF  0.150 740 597 279 00 0.0
DSE 0.124 727 530 156 0.0 0.0
DT 0066 988 395 00 00 00
KDDT DT 0.691 99.6 99.4 98.7 950 0.3
L2 MNISTIVS.5 \bhTRF 0664 995 994 989 922 0.0
DSE 1720 953 948 940 92.3 87.9
DT 0088 980 305 12 06 00
KDDT DT 0.664 988 984 97.3 91.1 0.0
MNIST 2vs. 6\ DOTRF 0594 994 992 977 795 0.0
DSE 1613 955 949 939 917 849
DT 0047 950 88 01 00 00
KDDT DT 0.486 944 926 862 580 0.0
FMNIST Shoes \ bhT RF 0459 940 923 840 494 00
DSE 1334 850 837 815 781 686

Table 3.2: Comparison of robust accuracy.
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(a) Without gradient (Equation 3.5). (b) With gradient (Equation 3.7).

Figure 3.10: Change in certi ed radius by using our method, normalized by band-
width.

robustness tradeo when using heavy smoothing. The enormous gap in certi ed
accuracy highlights the e cacy of the smoothed models.

Improvement of Ensemble Smoothing

We next report the distribution of the di erence in certied radius over the test
set, normalized by the smoothing kernel bandwidth, by using our method based on
Equation 3.9. As this mainly bene ts L2 bounds with Gaussian kernels, we focus on
those, both with and without incorporating gradients. The results are in Figure 3.10.

As expected, without using gradients, we see that our method improves the bound
for most samples, sometimes by quite a lot. In particular, the bene t is potentially
large for the many-featured MNIST data sets, but smaller for the tabular data sets.

Also as expected, we see that with gradients, our approach can either improve the
bound, or make it worse, since it discards gradient direction and only uses gradient
magnitude, as discussed in Section 3.4.2. However, the benet is still large for a
nontrivial number of samples, so it is best used to supplement, but not replace, the
conventional approach for computing a bound.

3.5 \Veri cation

While robustness methods aim to improve a model's conformity to very speci c safety
speci cations, veri cation is the more general problem of proving or nding counterex-
amples, usually by framing as a satis ability problem, for a wide variety of speci ca-
tions. These often include robustness properties, particularly adversarial robustness,
where general veri cation algorithms are a popular approach for precisely measuring
robustness. Others include application-speci c safety properties; for instance, [100]
verify properties of neural networks for aircraft collision avoidance, such aSthe
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intruder is near and approaching from the left, the network advises \strong right".
These have since become a benchmark for neural network veri cation algorithms.

This kind of veri cation task is often inherently intractable; it was discovered that
veri cation is NP-Complete for tree ensembles [98] and for neural networks [100],
two of the most common model classes in modern machine learning. However, it is
understood that satis ability problems with an underlying structure are often much
faster to solve in practice than the worst case, and a huge amount of work by the
ML veri cation & validation research community has made it possible to verify both
kinds of models at fairly large scale in practice.

In particular, abstraction-re nement is a veri cation paradigm whereby an e -
cient over-approximation of the model, that is, an upper and lower bound on the
model that are easier to analyze than the model itself, is used to check a property. If
the approximation fails to conclusively determine the truth of the property, usually
due to a spurious counterexample, the approximation is re ned and checked again.
This can speed up veri cation of some models [169] and can make possible the ver-
i cation of models that are not amenable to non-approximating strategies, such as
neural networks with activation functions that are not piecewise linear [141].

Such is also the case for Fuzzy Decision Tree (FDT)s, as we show in this work.
FDTs are a strong candidate for trustworthy Al applications; their continuous decision
allocation can improve the expressiveness of a single tree, enable smooth regression,
reduce over tting, and provide di erentiability, enabling both fully gradient-based
optimization as in [163] and hybrid strategies, as we propose in Chapter 4. Compared
to neural networks, such trees have fewer design choices since the architecture can
be chosen automatically, and they can be less sensitive to hyperparameters [155]. In
addition, FDTs leveraging oblique splits consisting of a linear combination of features
can be both smaller and more performant than axis-aligned trees [197, 121, 158, 75].
Less complex models are also generally faster to verify. However, prior to our work,
there has been no practical method for veri cation of FDTs, creating a major gap in
their trustworthy application.

FDTs are super cially similar to neural networks; both propagate values through
a layered graph structure and can backpropagate to get loss gradients and update
parameters, and the splitting functions of FDTs resemble activation functions of neu-
ral networks. However, neural networks directly transform their input, while FDTs
instead partition it using soft boundaries. As a result, veri cation of FDTs presents
di erent challenges compared to veri cation of neural networks. A neural network is
a composition of its activation functions, whereas an FDT is a product of its splitting
functions. This means that, for example, a neural network with piecewise-linear acti-
vations is piecewise linear, whereas an FDT with piecewise-linear splitting functions
is piecewise-polynomial with degree up to the tree depth, which is relatively di cult
to analyze. As a result, while the hardness of veri cation of ReLU networks and
tree ensembles is a result of combinatorial challenges, the hardness of veri cation of
FDTs arises from both combinatorial challenges and their ability to directly represent
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non-convex functions. We discuss these challenges in Section 3.5.3 and show that, as
a result, veri cation of FDTs is NP-Complete, similarly to other learned models.

In this section, we propose an iterative abstraction-re nement algorithm that can
re ne upper and lower bounds of the extreme value of an FDT in a given region until
the desired property is determined, as originally published in [76]. Speci cally, given
an FDT f : RP ! RY convex domainD RP, a 2 RY9 and b2 R, by iteratively
partitioning D, it can

1. provea”f(x) bora>f(x)<bforall x 2 D, or nd a counterexample
2. nd maxy,p a>f (x) within given tolerance or timeout.

The rstis our form for veri cation, which can be applied to prove or disprove a variety
of safety properties, including the popularly studied property of local adversarial
robustness; additional properties can be veri ed by manually altering, as discussed
in the Additional Properties subsection of 3.5.2. The latter is a utility that arises
naturally from the veri cation methodology. In nite precision, the algorithm is
sound and complete, that is, guaranteed to terminate with a correct result in nite
time.

We demonstrate the usefulness of our algorithm by benchmarking time for two
veri cation tasks: nding minimum adversarial perturbation and testing global adver-
sarial robustness. For the minimum adversarial perturbation tests, we also compare
against a Satis ability Modulo Theories (SMT) solver. Since SMT queries with non-
linear arithmetic are not necessarily decidable, SMT is generally both limited to FDTs
with piecewise-linear splitting functions and incomplete for FDT veri cation, but due
to the lack of prior work in FDT veri cation, it is the best baseline available for this
task. As an additional baseline, we use a variation of our algorithm with a re nement
strategy based on the most similar methods for neural network veri cation. We use
a selection of 10 public data sets with varying sizes and complexities. Ultimately, we
nd that our method is much faster than the baselines, even when comparing only
on cases where the baselines terminate with a solution. Our implementation and
experiment code is publicly availabl&

3.5.1 Related Work: Abstraction-Re nement Algorithms

As we cover related work in FDTs in Section 2.3.2 and 4.1.1, here we will cover work
related work in the veri cation of machine learning models, speci cally, those based
on the abstraction-re nement paradigm.

Most of such work has focused on neural networks. As one of the rst works in
machine learning veri cation as a whole, [141] are also the rst to apply abstraction-
re nement to neural networks. Their approach partitions the domain of the activation
function into intervals of equal size and uses constant bounds on each interval to

2https://github.com/autonlab/fdt_verification
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enable an MLP to be represented as Boolean combinations of arithmetic constraints
and checked with the solver HySAT. If a counterexample is found, it is checked against
the real model and, if it does not actually violate the property, the interval size is
decreased, re ning the approximation, and the procedure repeated until the property
is proven or a true counterexample is found. The approach is only demonstrated on
extremely small networks.

Starting in 2018, in response to the limited scalability of complete, satis ability-
based methods such as [100], many abstraction methods were developed to scale to
larger networks. [67] leverage extensive work in abstract interpretation and propose
the use of abstract domains, such as boxes, zonotopes, and polyhedra, with abstract
transformers for common neural network structures, including feedforward and con-
volutional layers with ReLU activations as well as max pooling layers. [128] adapt
this concept to be used during training to produce networks that are more veri ably
robust compared to approaches using projected gradient descent to nd adversarial
examples for training. [7] then introduce optimization techniques to automatically
re ne the abstraction. The algorithm is shown to be -complete, meaning that for a
given , any returned counterexample is within of a true counterexample. [171] pro-
pose to represent domains as star sets, which enables both complete veri cation and
less conservative over-approximation compared to zonotopes. [170] then introduce Im-
ageStars, a variant of star sets for representing sets of images, for the veri cation of
convolutional neural networks. [172] use zonotopes as an e cient overapproximation
of star sets in a pre- Itering process, e ectively introducing an abstraction-re nement
strategy and improving the scalability of the star set approach, and extends star
set methods to a wider class of piecewise-linear activation functions. [10] introduce
data structure and algorithmic changes, including several optimizations, achieving
unprecedented performance on veri cation benchmarks.

Another family of methods, which has come to be called LiRPA (Linear Relaxation
Perturbation Analysis), admit general activations by bounding them with simpler
functions, usually linear. [199] and [157] are optimized for the fast, but incomplete
setting. [190] extend LiRPA to general architectures such as convolutional layers.
[191] then introduce re nement by combining the approach with existing branch-
and-bound methods, with the result being both complete and faster than existing
complete methods based on branch-and-bound. Similarly, [182] improve over [199]
by eliminating the need for LP solvers and adding an optimization-based re nement
capability. They demonstrate superior speed in the complete setting and tightness of
bound in the incomplete setting.

Di erently from any of the aforementioned abstraction approaches, [52] perform
abstraction by merging neurons to form a smaller network that over-approximates the
original network and re nement by splitting the merged nodes, with the choice guided
by spurious counterexamples. The smaller network is then used with other veri cation
methods, thereby introducing an abstraction-re nement capability. The authors use
their method with the toolset proposed by [102], a more recent satis ability-based
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veri er based on [100].

With the greatest resemblance to our approach, [181] use constant upper and lower
bounds of activation functions, like [141], but instead of producing constraints to a
solver, computes network bounds directly, an approach they call symbolic interval
analysis. The approximation is re ned by bisecting the input range. They show
that the process converges in nite steps for Lipschitz continuous networks. [180]
combine this symbolic interval analysis with linear rather than constant bounds, called
symbolic linear relaxation. They also propose an alternative iteration approach that
re nes the approximation at the most over-approximated nodes. For FDTs, we use
constant, rather than linear, bounds on the splitting function; since the model consists
of successive multiplications of these functions, bounding the output is di cult even
with a linear relaxation.

In the domain of tree ensemble veri cation, where the main challenge is the com-
binatorial explosion resulting from the number of trees, [169] propose an abstraction-
re nement approach that re nes a hyperrectangle approximation by splitting the
input region in such a way that a tree can be eliminated from the ensemble. In the
worst case, this continues until no trees remain, resulting in a list of input hyperrect-
angles and associated output values, which fully speci es the tree ensemble and can
be checked exhaustively for the property of interest.

We are aware of no prior work addressing the veri cation of FDTs. We believe
that this is because they are not as commonly applied as the very popular neural net-
works and tree ensembles, and, more importantly, because the problem of verifying
them presents unique challenges. For example, the multiplication of splitting func-
tions means that linear relaxations are not clearly useful, and it causes SMT-based
approaches, a popular branch of complete veri cation methods for neural networks, to
be incomplete even for linear splitting functions. Our overall framework is most sim-
ilar to that of [181] in that both approaches use approximations of individual model
components to directly compute overall output bounds, then split the input to re ne
those bounds, making them easily parallelizable. What makes our approach unique
is our novel, exible, and theoretically grounded methods for computing the bounds
and selecting the split for FDTs, which have fundamentally distinct structure from
neural networks, as well as the accompanying theory and analysis. In particular, we
(1) introduce an e cient interval approximation for FDTs, whereas [181] propose an
approximation for neural networks; (2) propose a method for choosing linear domain
splits that maximally reduce overapproximation under worst-case structural assump-
tions, whereas [181] use a heuristic splitting rule that bisects on the feature with the
largest gradient; (3) support any convex domain for veri cation, enabling robustness
veri cation for any p-norm, whereas [181] use hyper-interval domains, limiting ro-
bustness veri cation to L1 only; (4) support any nondecreasing splitting function,
whereas [181] as proposed supports only a few piecewise-linear activation functions;
and (5) provide a exible framework for verifying complex properties involving modi-
cations to both the input and output, such as global adversarial robustness, whereas
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[181] do not.

3.5.2 Fuzzy Decision Tree Veri cation Algorithm

Here we consider a subclass of the FDTs speci ed in Section 2.3.3 where splits are
based on a linear combination of features and a threshold, which encompasses axis-
aligned FDTs with a single feature and threshold at each node. In particular, given

a nondecreasing splitting function , the decision allocation function ; at each node

i is de ned as

i(x)= (aix +h)

for learned parametersa; 2 RP and h 2 R. We do not actually require that be
the same at all nodes, but this is the common practice, so we present it as such. The
prediction is then as in Equations 2.3 and 2.8. When the structure is xed, the model
is parametric and di erentiable and therefore can be trained using gradients. The
structure and initial parameters are usually taken from a trained crisp tree.

Our overall procedure rst uses an e cient abstraction to bound the output off on
a domainD. If the bound is su ciently precise, we are nished; otherwise, we re ne
the approximation by splitting D into two subdomains and repeat until the required
precision is attained. In the case of veri cation of the property & f (x) b for all
x 2 D", this occurs when either the upper bound is at mogb for all subdomains oD
and the property is proven, or the lower bound is greater thab for some subdomain
and a counterexample is found. Likewise for properties of the formX f (x) < b for all
x 2 D". The following sections describe the processes of abstraction and re nement,
then discuss properties of the problem and algorithm to justify the approach.

Abstraction

Given an FDT f, vector a, and bounded convex domai, we aim to nd upper and
lower bounds ofa”f (x) on x 2 D that are ideally close to the true minimum and
maximum while remaining e cient to compute. To do this, we rst nd the extreme

values of ; on D for each node.

Mg 0= mparx s

(3.10)
maX = max (x) = maxa; X +
: x2D I() x2D ! b
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a” f;(x) (output at node i)

i(x) (splitting value at node i)

Figure 3.11: Geometry of bounding at an internal node. The gray band shows the
output range given the childrens' output ranges.

These can be computed by convex optimization. Then a straightforward recursion
determines the lower bound; and upper boundu; from the children *; and r; of i.
|_min = (1 imin)l‘i + iminlri

max —_ (1 imaX)I" + _maxl

_mln = (1 imin)u‘i + imin Ur,

max —_ (1 maX)u\ + rnaxur_

I i
l; —mln(lm'” |max

mln IrT'IElX)

(3.11)

i = max(uy;

Here I™" and 1™ are lower bound candidates computed using the minimum and
maximum split value, respectively, and likewise fou™ and u™>. These will be
used again later since the dierence in each pair indicates the contribution of the
node's split to the overall range of the bound. For leaves, the output is constant, so
li = u = a”v;. A geometric interpretation of this bounding scheme is illustrated in
Figure 3.11.

Re nement

The overapproximation error in the abstraction comes from using a constant bound
of ; at each node. To reduce the error, we split the domain such that, for some
nodei, the range of (M"; ™M&) pecomes smaller on the new subdomains, thereby
improving the approximation, as shown in Figure 3.12. In particular, we split along
a hyperplane satisfyingx®a; + b = ¢, where (¢ ) i (c+ )forall >0
and

( min 4. maxy. (3.12)
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1 min max
| O )

' min

i(X)

Figure 3.12: Splitting the domain re nes the approximation.

This formulation is designed to account for non-invertible ; if is invertible, then
we can simply usec =  1( ;). Splitting at ; causes the resulting subdomains to
have equal approximation errors at node.

To select at which node to perform the split, we de nes(i;j ) that measures the
amount of variation in the approximation at nodei coming from internalj .

%% I Ui =
3 iv(rii)) ifj 2T, nT
C@ o DvCai)+ (i) ifj 2T\ T,

Here T; is the set of nodes in the subtree rooted We include T-, \ Tr; even
though this is not possible in trees to support DAG models that enable veri cation
of additional properties, as discussed in the Additional Properties section. Witta
de ned, we re ne our approximation by splitting D at the nodej wherev(i;j) is
maximized wheni is the root. Theorem 3.8 justi es this strategy.

Since we are interested in the maximum value @ f (x) on D, we keep a set of
the subdomains partitioningD (which initially contains only D), remove the one with
the highest upper bound, split it, bound on the resulting domains, and add them back
to the set. Prioritizing domains with the highest upper bound allows us to e ciently
hone in on the maximum oveD. The set is implemented as an e cient priority queue
such as a max heap. During the process, bounds on max a” f (x) are continuously
updated and the re nement is repeated until a stopping condition is met. This could
be a desired tolerance, a timeout, a number of iterations, or a property f (x) b
or a”f (x) < b to be proven or disproven. Such a property is disproven by nding a
domain with lower bound greater than (or equal to, depending on the property, so
a counterexample can be produced by taking any point in that domain, or the domain
itself can be interpreted as a counterexample. If more counterexamples are desired,
re nement can be allowed to continue. The process is outlined in Algorithm 2.

The bounding scheme involves optimizing linear functions on convex domains
many times at each re nement, which is the vast majority of the computation time
spent by the algorithm. To reduce this as much as possible, we use a strategy that
rede nes the model's subtree split to allow dynamic pruning by allowing splits to
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Algorithm 2 Re ne bounds of maxy a”f (x).

1. H max heap

2. l;u  Bound (f;D)

3: while stopping condition onl, u is not met do
D ;D" Split (f;D)

| ;u Bound (f;D )

[*;u"  Bound (f;D ")

Push(H;u ;D )

Push(H;u™;D™")

[ max(;l ;17)

10: u;D Pop(H)

© 0N TR

have value exactly 0 or 1, if they can not already.

8
20 it (a7x+h)<
i(x)=_1 if (z’x+h)>1
(a7 x + b) otherwise

Here is a small chosen value. De ned as such, subtrees that have exactly zero weight
within a domain can be removed and the resulting pruned tree stored along with the
domain in the priority queue, reducing computation for future bounds. The greater
the threshold chosen, the greater the potential to save time by pruning, but too large
a value may negatively a ect the performance of the FDT.

Additional Properties

Though the presented algorithm can only verify properties of the form”f(x) b
or a”f (x) < b directly, we can actually verify a much broader class of properties
by constructing a new tree that containsf as a subtree, then verifying it. In fact,
we can generalize further by, within the constructed part, allowing a node to have
multiple parent nodes, resulting in a Directed Acyclic Graph (DAG) containing one or
more copies of . We refer to this kind of structure as a Fuzzy Decision DAG (FDD).
Though there are similar decision DAG models used for prediction, here we use it only
as a tool to verify more complex properties of FDTs; an FDD can e ciently represent
a broader class of functions than an FDT by avoiding exponential size increase due to
redundant subtrees. The only necessary change to the methodology to verify FDDs is
to ensure that the bounds and ther values are computed with memoization, a strategy
of storing intermediate results to avoid redundant computation. This extension is the
purpose of thej 2 T\ T,, case in the de nition of v.

In each constructed node, we may choose whatever a;, and b we want, as
long as is nondecreasing and de ned orR. It need not be the same at every
node, and unlike the in the learned model, its range is not restricted to [A].
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@ f(x)= (apx)g(x) (b) f(x) = g(x)+ h(x) (©) f(x)=(agg(x)h(x)

Figure 3.13: Basic structures for combining FDTs and FDDs.

Theorem 3.7 describes building blocks for functions that can be represented in this
way, Figure 3.13 gives a visual summary, and our public code includes functions to
construct FDDs according to these operations and demonstrations of their use. We
note that Theorem 3.7 additionally implies that our method can verify ensembles of
FDTs.

Theorem 3.7. Given FDDs g and h, for any a, 2 R?, a5 2 R% and :R! R,
there exist FDDsf (x) = (ayx)g(x), f (x) = g(x)+ h(x), andf (x) = (a5 9(x))h(x)
with size O(sizgg) + sizgh)).

Proof. Construct f (x) = (a,x)g(x) by creating root nodei with a; = ap, b =0,
splitting function , left child the zero leaf, and right childg. This introduces two
additional nodes for total sizeO(size(@)).

Construct f (x) = g(x)+ h(x) by creating root nodei with ;(x) =1=2, left child
29, and right child 2h, with 2g and 2h constructed as above. This introduces ve
additional nodes for total size ofO(size(@) + size(h)).

Construct f (x) = (ag g(x))h(x) by changing each leaf of g into an internal node
with ;(x) = agv;, left child the zero leaf, and right childh. Now f is a DAG. This
adds one node for a total size dD(size(g) + size(h)). O

This may seem not to include veri cation of properties with operations such as
division and non-integer exponents. We indeed cannot maximize such functions,
but we often can verify them by manipulating the property itself. For example,
(aif (x))=(a3f(x)) bcanbeveriedas@; ba;)’f(x) O,and@ f(x))®*™= b
for positive integersc, and ¢, can be veried as @”f (x))®* b2. Examples of func-
tions that cannot be precisely represented are irrational exponents or functions whose
computation by these operations demands an in nite series, such as exponentials or
trigonometry functions. Moreover, properties that require a very large FDD to rep-
resent may be prohibitively slow to verify.

This method also enables veri cation of a property spanning multiple models. For
instance, one might verify that two trained FDTs g and h are su ciently similar on
a domain by constructingf; = g handf, = h g and verifying that each output
of f1 and f, is small on the domain.
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We can analyze yet additional properties by augmenting the input space with
additional dimensions. This approach could, for instance, compare properties of an
FDT at multiple di erent inputs. Consider the concept of global adversarial robust-
ness de ned by [100], an extension of the concept of local adversarial robustndss:
is globally robust for given and if, for any xi1;X, 2 RP with kx; X,k ,
kf (x1) f(x2)k . We can verify global robustness of an FDT under any convex
norm on a bounded convex domai® RP as follows. Letf; and f, be copies of
with input dimension 2p, wheref ; operates on the rstp input values andf , operates
on the last p input values. Constructg = f; f, and, for each class index, verify
e’ g(x) on the domainfx 2 R% j X1p 2 D, Xpi1:2p 2 D, KX1p  Xpe12pK g,
where g; is the indicator of i with 1 at position i and O elsewhere. If this holds for
all i 2 [q], then f is globally robust on the domain. Otherwise, a counterexample to
global robustness is the pair of inputsX1;p; X p+1:2p), Wherex is a counterexample to
the veri cation of g at any i.

3.5.3 Theoretical Results

We provide a theoretical analysis of our veri cation algorithm and the problems it
addresses. Proofs not in the main text are in Appendix B. First, we focus on the
algorithm. Let ¢ = u; |; be the size of the bounds at node, a worst-case notion of
approximation error. Lemma 3.1 shows how can be expressed in terms of, where
v(i;j ) measures the amount of variation in the approximation at node coming from
nodej. T; is the subtree rooted at node.

P
Lemma 3.1. For any nodei, g = 2T, v(i;j):

Theorem 3.8 justi es the choice to split the node that maximizey. Here we
assume a simpli ed worst-case setting where any node-aligned split of the domain
results in a reduction of the splitting value range at only that node, which is possible,
for example, ifa; ? a; for all i & j and the original domain's boundaries are either
parallel or orthogonal to eacha;. In this sense,v indicates the optimal split in the
worst case.

Theorem 3.8. If splitting the domain a ects only the chosen node, then choosing to
split at the node that maximizew(i; ), wherei is the root, minimizes error summed
over the resulting subdomains.

Theorem 3.9 shows that the re nement reaches an approximation of given preci-
sion in nite steps. Because of machine precision, this implies that the veri cation
methodology always eventually terminates and is complete in practice, but it does not
necessarily imply e cient convergence; the number of domains increases at each step,
so it may take an extreme number of steps before all domains have small enough error.
However, we do not need good approximation everywhere, but only good enough to
verify the desired property, which is why we prioritize domains with the highest upper
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bound. The splitting of the domains also naturally enables parallel computation by
allowing several processes to each take from and place onto the queue while simul-
taneously computing bounds for di erent domains, which helps make veri cation of
complex models practical.

Theorem 3.9. For any > 0, an approximation with error at most is produced in
nite steps.

Next, we shift focus to the complexity of the problems addressed by this algo-
rithm. Lemma 3.2 shows that an FDT can represent a speci ¢ polynomial used in
the argument by [149] that quadratic programming is NP-Hard. Lemma 3.3 shows
that an FDT can represent any 3-SAT formula. Theorems 3.10 and 3.11 then show
that the problems addressed by this algorithm are NP-Complete and NP-Hard, re-
spectively. This means that, similarly to veri cation of neural networks and standard
tree ensembles, we can never expect FDT veri cation to scale e ciently in the worst
case; however, in practice, models trained on real data with meaningful structure
rarely result in the worst case, and a good algorithm can nish in reasonable time for
a considerable range of problems, as shown in Section 3.5.4.

We prove Theorems 3.10 and 3.11 each using Lemma 3.2, then using Lemma 3.3.
The interesting implication of this is that the hardness of optimizing and verifying
FDTs can be viewed as resulting from two di erent challenges: in Lemma 3.2, the
constructed FDT represents a single polynomial on the domain, with the challenge
arising from a nonconvex function and not combinatorial explosion; in Lemma 3.3,
however, the constructed FDT is piecewise-constant, with the challenge arising only
from combinatorial explosion. In practice, both challenges may be present. This is
as opposed to, for instance, tree ensembles and RelLU networks, which are piecewise-
constant and piecewise-linear, respectively, and thus only present the challenge of
combinatorial explosion.

Lemma 3.2. As FDT with  (2) ]5max(0;min(1; z)) can be constructed to represent

the polynomial ', xi(xi 1)+ <, xsfor0 x; 1, 2R in O(k? time.

Lemma 3.3. An FDT with (z) = %(1+ sign(z)) can be constructed to represent any
3-SAT formula with m variables andn clauses inO(mn) time.

Theorem 3.10. Verication of an FDT f : RP! RY as de ned in this work, that
is, determining whether a propertya”f (x) bor a>f(x) < b holds for allx 2 D
for convexD, is NP-Complete.

Proof. We rst show that it is NP. A witness to the decision that a property does not
hold is a counterexamplex. It is veri ed by computing f (x) and checking it against
the property. The required time is at most linear in the size of .

We next show that it is NP-Hard via Lemma 3.2 by reduction from the subset
sum problem in a slight modi cation of the argument from [149]. The subset sum
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problem is a well-known NP-Complete problem to determine Whether|§ome subset of
S = {Dsl;""skg S 2 Zsums toM 2 Z. Construct an FDT f (x) = i=1 Xi(Xi

1)+ L XiSi Bn 0 X; 1asinLemma 3.2. Next, leD be the domain described
byO0 x 1, ik=1 XiSi M and check whetherf (x) <M for all xD. If the subset
sum problem has a solution, then a counterexampbe exists with x; = 1 if s; is in
the sum andx; = 0 otherwise; likewise, since;(x; 1) < 0 whenx; is not O or 1,
any x returned as a counterexample by the veri cation must consist of integers and
therefore represents a solution to subset sum. We thus conclude that FDT veri cation
is NP-Hard by polynomial-time reduction from subset sum.

We show again that it is NP-Hard, now via Lemma 3.3, by reduction from the
3-SAT satis ability problem. Construct an FDT to represent the 3-SAT formula
as in Lemma 3.3. Next, letD be [ 1;1]", with m the number of variables, and
verify f(x) < 0. If this holds, then there is nox 2 D such that f (x) = 0, so
by Lemma 3.3, the 3-SAT formula is unsatis able; otherwise, the counterexample
generates a satisfying assignment as described in Lemma 3.3. Thus FDT veri cation
is NP-Hard by polynomial-time reduction from 3-SAT O

Theorem 3.11. Maximizing an FDT on convex domain is NP-Hard.

Proof. We rst show reduction from the sut'}_set sub problem Iyla Lemma 3.2. The
bset sum problem reduces to maximizing ;_; Xi(x; 1)+ ., X;S; subject to
,kzl Xisi M,0 x; 1lwiths2Z,M 2 Z asshown by [149]. By Lemma 3.2, an

FDT can e ciently represent this function on this domain, so maximizing an FDT is

also NP-Hard by polynomial-time reduction from subset sum.

We next show reduction from 3-SAT via Lemma 3.3. Construct an FDT to repre-
sent the 3-SAT formula as in Lemma 3.3. Next, leD be [ 1;1]", with m the number
of variables, and maximize f (x) on D. If the maximum is less than O, then there is
no x 2 D such that f (x) =0, so by Lemma 3.3, the 3-SAT formula is unsatis able;
otherwise, the maximum value is 0 and the maximizing input generates a satisfy-
ing assignment as described in the proof of Lemma 3.3. Thus FDT maximization is
NP-Hard by polynomial-time reduction from 3-SAT. ]

3.5.4 Experiments

We present two sets of experiments: the rst benchmarks our method and compares
against alternatives to nd Minimum Adversarial Perturbation (MAP) at test points

on a selection of data sets from OpenML,; the second tests global adversarial robust-
ness for the same FDTs. Since scalability is the main limitation of veri cation, we
are mainly interested in measuring the time taken to complete the tasks.

The OpenML data sets used for these tests are chosen to include a variety of
number of features and labels. For each, we randomly select 90% of the samples to
train FDTs with both sigmoid and linear splitting functions. The linear split here
is de ned as (z) = max(0; min(1;(z + 1)=2)) so that it transitions from 0 to 1 on
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OpenML data set FDT size | acc. (sig) |acc. (linear)
ID name feat label depth nodes train test | train test

40685 shuttle 9 1 4 13/99.83 99.8199.85 99.83
1036 sylvaagnostic 216 2 7 25/99.85 99.4499.80 99.51
1497 wall-robot-nav =~ 24 4 8 33/97.72 94.5098.15 95.96
1462 banknote-auth 4 2 6 39/99.84 99.2799.43 100.0

41169 helena 27 100 7 49 28.12 26.4529.48 27.72
1120 MagicTelescope 11 2 7 57/87.03 88.1688.00 88.64

182 satimage 36 6 11 10793.28 90.6%93.17 89.25

40499 texture 40 11 14 16399.76 100.099.80 100.0

375 JapaneseVowels 14 9 12 25199.06 97.9999.01 97.79
p

1479 hill-valley 100 2 59 30565.78 59.5070.18 66.1%

Table 3.3: Information about data sets and their corresponding FDTs.

[ 1;1]. The other 10% of the samples are test data from which we randomly draw
100 points for the minimum adversarial perturbations. Each veri cation is run with a
3600 second timeout. Information about each data set and the corresponding FDTs
is displayed in Table 3.3. To help associate results with FDT size, all tables and
gures order the data sets by the number of nodes in the corresponding FDT.

We use CVXPY [48, 3] for convex optimization, which adds some overhead to
the time to solve, but acts as a convenient interface to many di erent convex op-
timization solvers. For these experiments, we choose Gurobi, which is robust to
solver failures on the more complex data sets, but which we nd to take about
twice as long as other solvers such as ECOS for this application. All experiments
use = 10 2 for dynamic pruning. We train FDTs by rst initializing from a t-
ted sklearn.tree.DecisionTreeClassifier [138] with ccp_alpha=1e-3 and then
training using PyTorch's Adam optimizer with batch size 500 and learning rate 16
for 5000 epochs. No special e ort was made to individually tune these parameters for
each data set since achieving the best possible prediction performance is not important
to these experiments. However, we do report prediction accuracy in Table 3.3 to show
that the FDTs are indeed resonably tting the data. For the sake of benchmarking
times, we did not parallelize the veri cation algorithm.

Our veri cation code is available on GitHub® along with Jupyter notebooks that
demonstrate its features and run the experiments. We also include the saved FDT
models and the test points used for experiments, with the data normalized to mean
0 and standard deviation 1, as well as the full results of the veri cations run for the
experiments.

Shttps://github.com/autonlab/fdt_verification
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Ours (sigmoid splitting)

Adapted from ReluVal (linear splitting)

data set failed all cases _ failed all cases _ Z3 succeedgd

of 100 mean median of 100 mean median mean median
shuttle 0 4.65 4.09 5 299.92 31.48 331.48 26.66
sylva_agnostic 3 256.76 61.27 97 3520.16 3600.00 - -
wall-robot-nav 0 12.40 8.20 33 1396.74  315.89 15.21 11.39
banknote-auth 0 20.71 14.03 3 167.43 26.17 8.89 6.91
helena 0 112.59 90.08 42 1997.78 2369.87 988.37 508.50
MagicTelescope 2 256.34 54.30 43 1845.36 1836.69 604.36 6.57
satimage 4 224.08 31.72 91 3307.17 3600.00 1211.21 21.58
texture 2 385.24 163.96 92 3352.58 3600.00 - -
JapaneseVowels 0 186.28 33.87 61 2364.41 3600.00 137.73 48.89
hill-valley 2 175.04 46.64 99 3564.18 3600.00 - -

Ours (linear splitting) Z3 (linear splitting)

data set failed all cases _ Z3 succeeqed failed all cases _ Z3 succeed_ed

of 100 mean median mean median of 100 mean median mean median
shuttle 0 4.65 4.44 450 4.29 12 720.82 242.48 328.20 174.32
sylva _agnostic 2 321.59 102.80 - - 100 3600.00 3600.00 -
wall-robot-nav 0 7.53 451 2.64 2.66 74 2669.90 3600.00 22.69 10.88
banknote-auth 0 43.02 16.05 3.54 2.66 94 3416.31 3600.00 538.42 5.01
helena 1 129.13 76.42 56.62 62.92 52 2358.17 3600.00 1012.86 1042.01
MagicTelescope 0 29.64 10.50 1.13 1.08 94 3387.87 3600.00 64.27 7.78
satimage 0 146.32 48.24 457 4.59 97 3501.48 3600.00 315.99 57.04
texture 3 462.93 196.27 - - 100 3600.00 3600.00 -
JapaneseVowels 0 50.28 25.43 9.39 7.80 96 3463.40 3600.00 185.03 177.94
hill-valley 0 35.76 14.74 - - 100 3597.93 3600.00 - -

Table 3.4: Time in seconds and and number of failed cases for the MAP experiments.

Minimum Adversarial Perturbation

Minimum Adversarial Perturbation (MAP) is the problem of nding the minimal
perturbation of a data point x to change the model's prediction

arg minkx x%, s.t. argmaxf (x) 6 argmaxf (x9

wherepis usually 1, 2, orl . Here we use = 1 , but our algorithm can verify any of
these because they are all convex. We choose MAP for benchmarking our algorithm
because it is commonly studied and generally applicable, and because it eliminates the
arbitrary choice of radius for the strictly easier problem of local adversarial robustness,
that is, determining whether a perturbation of limited magnitude can change the
prediction.

Minimum adversarial perturbation is found by veri cation of local adversarial
robustness combined with binary search over the radius. Here we search until a
tolerance of 103 is reached. For each radius, local robustness is checked for each
other label; that is, if argmaxf (x) = i, then to check local robustness ak with
radiusr, we verify (& ) f(x9 < O0forkx x%; r foreveryj 6 i, whereg; is
the indicator with 1 at position i and O elsewhere, and likewise fag; .

We benchmark against two alternatives. First, we use a variant of our algorithm
that replaces the choice of domain splitting with the strategy from ReluVal [181]. In
particular, this bisects along the feature with the highest smear value, which is based
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Figure 3.14: Distributions of time in seconds to nd minimum adversarial perturba-
tions. Timeouts are shown as the time limit, 3600 seconds.
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on an upper bound of the magnitude of the gradient. As a result, it is limited to
hyperrectangle domains, and for simplicity we implement the gradient bounding only
for linear splitting functions, similarly to how [181] considers only ReLU activations.
Second, we compare against the SMT solver Z3, a tool that is generally limited to
linear arithmetic. Therefore, we apply it only to models with linear splitting functions,
but even in this case, it can sometimes fail due to multiplications of these functions.

The results are shown in Table 3.4, which includes the number of failed cases as
well as the mean and median time to nd MAP for each data set and corresponding
FDTs. All failed cases are due to timeouts except for one case where Z3 failed before
the timeout on hill-valley. For comparison with Z3, the statistics of the subpopulation
of samples where Z3 succeeds are also given for the FDTs with linear splitting; the
\all cases" columns consider timeouts to have a value of 3600 seconds (the time limit).
Figure 3.14 shows the distributions of the times. Based on the results, the time taken
by our method appears to depend on some combination of the number of features
(FDT inputs), number of labels (FDT outputs), and the size of the FDT. As is
often the case in machine learning model veri cation, the majority of cases take a
reasonable amount of time to complete, but a few cases take notably longer, with
there being at least one timeout on many of the data sets. The distributions of times
appear to be approximately symmetric on the logarithmic scale. In most cases, the
times to verify FDTs with sigmoid splitting and with linear splitting are similar.

Across all data sets, the variant of our algorithm using the splitting approach
from ReluVal [181] takes substantially longer than our proposed method, and Z3
takes substantially longer than that. Because of the limitations of SMT solvers, Z3
sometimes fails even on the simplest FDTs and data sets, and it cannot verify FDTs
with sigmoid splitting at all. Moreover, the rightmost columns of Table 3.4 show that,
even when we compare only cases where Z3 does succeed, our method is consistently
faster.

Global Adversarial Robustness

Global adversarial robustness is a generalization of the local robustness concept; a
model is globally robust if similar inputs always produce similar outputs. Speci cally,
given and , f is globally robust if and only if, for all x, x%in some input domain,

kx  x%p implies kf (x)  f (x9kp . Note that, unlike local robustness, this
considers the raw predicted scores rather than the label prediction; otherwise global
robustness over the entire model domain would not be possible because there would
always be violations near the decision boundary. For experiments, we consider the
entire domain of the model and again use = 1 . Since considering two inputs

e ectively doubles the dimension of the search space, and since it considers every
possible input to the model, this is a far more di cult problem than local robustness.

It is limited to very small neural networks [101] and has only recently been veri ed
for realistically sized tree ensembles [74]. The way of encoding and verifying global
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shuttle MagicTelescope

X 02 04 06 08 : 0:2 04 06 08
10 3[1858 50 10 5/[10 3| - - 3055 22
10 2| 12 170 174 13||10 ?| - - - 26
101 4 4 6 10(/10 1| - - - 2340
1° | 5 7 14 24||10° | 135 163 290 539

sylva_agnostic satimage

X 02 04 06 08 ; 02 04 06 08
10 3| - - 909 56][10 3| - - - 350
10 2| - - 1492 45|10 ?| - - - 550
10 1| 852 202 - - /|10 1| 570 2905 - -
10° | 193 253 419 765||10° 155 180 264 391

wall-robot-navigation texture

X 02 04 06 08 X 02 04 06 08
10 3| - - - 585||10 3| - - - 1029
10 2| - - - - |10 2| - - - 1379
101 - - - - |{10 ) - - - -
10° | 410 410 427 457||10° 302 366 454 553

banknote-authentication JapaneseVowels

: 02 04 06 08 : 0:2 04 06 08
10 3| - 1023 202 57|10 °| - - - 1730
10 2 - 1253 229 57/||10 2 - = = =
101 - - 1718 156/|10 1| 182 213 274 357
10° | 12 12 12 40||10° | 181 217 273 348

helena hill-valley

; 02 04 06 08 ; 02 04 06 08
10 3] 85 68 68 68|10 3| - - - -
102 71 67 67 70[|102| - - - -
101 69 67 66 66//101] - - - -
10° | 69 66 67 67(/10° | 1161 1609 2162 3046

Table 3.5: Time in seconds for global adversarial robustness tests. White cells indicate
a result of robust, lightly shaded cells not robust, and darkly shaded cells timeout.

robustness in our system is explained in the Additional Properties subsection of 3.5.2.

Results are shown in Table 3.5. Here, since we do not compare to Z3, we test
our method only on FDTs with sigmoid splitting. As global robustness is a more
di cult problem, there are many cases where the 3600 second timeout is reached,
especially for small and and on the more complex models. Unsurprisingly, it
also seems that there is a positive association between the time required to verify
and the closeness to the boundary between robust and not robust in ()-space.
This concretely manifests in Table 3.5 in that the dark gray is always on the border
between white and light gray. It is also unsurprising that, without a training algorithm
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that has global robustness as an objective, of which none exist to our knowledge, a
strong degree of global adversarial robustness (robustness with higland low ) is

not seen in complex models. Regardless, veri cation tools such as ours are still useful
to identify and isolate violations of global adversarial robustness.

Notably, the results suggest that, for a given model, the di culty of verifying
global robustness is not closely related to the di culty of verifying local robustness.
For example, while local robustness was fast to verify for wall-robot-navigation, many
tests for global robustness timed out; this may be because complex regions far from the
data are considered by global, but not local robustness. For helena, local robustness
was slow to verify, but global robustness was relatively fast; here the very large
number of labels, combined with the relatively low accuracy, may indicate that the
output range for any given class's score is generally small, meaning that the values
of used here are large by comparison, making global robustness veri cation easier.
This brings up the concern that global robustness can be achieved without a ecting
accuracy by simply shrinking the model's output range, that is, making its predictions
less con dent, which is usually not desirable. This suggests that perhaps a more useful
de nition of global robustness can be devised.

3.5.5 Discussion

While the past decade has been fruitful in the development of veri cation methodolo-
gies for neural networks and tree ensembles, this is, to the best of our knowledge, the
algorithm for the veri cation of FDTs. We show that this is a complex problem result-
ing both from combinatorial explosion and the ability of FDTs to directly represent
non-convex functions, unlike, for example, ReLU networks and tree ensembles, where
the complexity of veri cation results from combinatorial challenges alone. Thus, de-
spite the similarities to both of the aforementioned model classes, FDTs with their
unique structure present additional challenges for veri cation, and therefore have mo-
tivated an approach that, while it ts into the paradigm of abstraction-re nement,

di ers in its formulation and theory from previous approaches. We are optimistic
that our framework may lay the groundwork for veri cation of other kinds of models
with similar challenges.

The main limitation, as in all machine learning veri cation methodologies, is in
scalability with the complexity of the model. Larger input size necessitates more
constraints and slows the convex optimization, larger output size causes properties like
robustness to require more individual veri cation calls, and trees with more nodes take
longer to traverse and potentially more iterations to verify. For various reasons, it is
di cult to compare the scalability of our approach with the veri cation of other model
types, such as neural networks and tree ensembles. One di culty is that all such
problems are NP-Complete, so all solutions are inherently not scalable in the worst
case, but most achieve reasonable speed in practice by using smart heuristics, and
because models trained on real data are usually more structured than the worst case.
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This means comparisons are necessarily empirical, which is complicated by the wide
variety of constantly evolving veri cation methodologies as well as di erences in the
models, data, implementations, hardware, choice of benchmarks, and more. There is
no universal standard for benchmarks; local robustness problems are standard, but the
choice of norm and radius are not. This is one of the reasons we chose to benchmark
using minimum adversarial perturbation: it eliminates the choice of radius and is
strictly more di cult than checking robustness at a given radius. Similarly, there is a
set of safety properties in an aircraft collision avoidance setting rst used by [100] that
have become standard benchmarks for veri cation of neural networks, but only the
neural networks themselves and not the training data are publicly available, so this
benchmark cannot be used for tree ensemble or FDT veri cation. Additionally, there

is always a tradeo of model complexity (which is related to accuracy) vs. veri ability;

for example, neural network veri cation scales poorly with the size of the network,
with many algorithms limiting architecture choices, tree ensemble veri cation scales
poorly with the number of trees, and our approach to FDT veri cation scales poorly
with the dimensionality of the problem, which depends on the number of features and
number and level of interdependence of tree nodes. Design choices come into play;
for instance, we initialized our FDTs from tted crisp trees for simplicity, but since
oblique trees can be smaller than conventional trees, this initialization results in a
larger FDT than necessary for good performance. Some models simply require less
complexity than others to represent di erent kinds of data. Because of all this, it is

di cult to perform a comprehensive, fair, and meaningful cross-model comparison of
the scalability of veri cation. For these reasons, a general analysis of the scalability of
verifying di erent model classes and the choice of which is best for a given application
is left to future work.

Other than scalability, a notable limitation of our algorithm is the kinds of prop-
erties it can analyze. First, as described in the Additonal Properties subsection of
3.5.2, we cannot represent certain properties using FDDs. We are not aware of any
commonly studied machine learning safety properties that cannot be veri ed using
our system, but such cases could potentially arise among domain-speci ¢ safety prop-
erties. We are also limited to analysis on domains on which some solver can e ciently
optimize a linear functiorf, though more complex domains can be veri ed by covering
them with convex domains. Additionally, performing optimization on small domains
resulting from successive splitting can cause problems for solvers that are sensitive to
numerical stability.

We also make a few points in favor of FDTs and our algorithm. We are able to nd
minimum adversarial perturbations in reasonable time on a wide range of data and
model complexities, and we are among the rst to show limited veri cation of global
adversarial robustness on realistic models. While many veri cation methodologies
rely on strict model design assumptions, such as RelLU activations in neural network

4See section \Choosing a solver" atttps://www.cvxpy.org/tutorial/advanced/index.html
for examples.
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veri cation, we require no such assumptions. Our domain splitting and queueing
approach is naturally well-suited to highly parallel computation. The necessity of
solving convex optimization problems makes massive parallelization through dedi-
cated hardware such as GPUs di cult, but such optimizations may still be feasible;
in particular, if the domain boundaries and node splits are pairwise parallel or orthog-
onal, then convex optimization is not needed at all and GPU usage is straightforward.
We support non-linear convex domains, enabling constraints using functions such as
the L2 norm. The re nement process can be stopped at any point and, even if the
property is not determined, information can be gleaned from the current bounds for
approximate but extremely fast solutions. It also o ers utility by nding regions of
counterexamples rather than a single point, and it can be run longer to expand that
region; the splitting partitions the original domain into regions that are fully safe,
fully unsafe, or a mix of safe and unsafe, and by continuing to split the \mix" re-
gions, it can, given enough time, produce arbitrarily precise descriptions of the true
safe and unsafe regions. And nally, FDTs themselves o er bene ts. They are train-
able end-to-end with gradients, their architecture can be designed automatically, they
are compact compared to tree ensembles, and their hierarchical partitioning approach
is relatively interpretable compared to neural networks.

Finally, we note that, while the formulation of FDTs we verify in this section is
quite general, it unfortunately does not include KDDTs due to their unique inter-
dependence of splitting functions, and an adaptation of this algorithm for KDDTs
remains elusive. While the inherent certi able adversarial robustness of KDDTs dis-
cussed in Section 3.4 covers one very popular use case of verication, veri cation
algorithms can be applied to a much wider class of safety properties, so we hope that
this work may be an important step toward veri cation of not only KDDTSs, but for
smoothed models in general.
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Chapter 4

Interpretability

One of the foremost trust-related aspects of a model is its ability to be understood by
users, particularly those without expertise in machine learning. For example, predic-
tors that assist medical diagnosis are more useful and more likely to be appropriately
trusted if the reasoning behind their predictions is easily understood by medical per-
sonnel. Beyond trust, interpretable methods can aid in diagnosis of issues with the
model and data and sometimes even lead to insights about the domain of application.

We argue that we should strive for the ideal of intrinsic interpretability, that is,
the transparency of the model itself, as opposed to post-hoc explainability that only
produces an interpretable approximation of the model through a separate process.
While this may be more dicult to achieve, we have an ethical imperative as de-
velopers of machine learning models and methods to be as transparent as possible.
The goal of interpretable methods is not to gain the blind trust of users through an
impression of understanding; it is to elucidate the model in all its merits and aws,
earn trust where it is deserved and suspicion where it is warranted, and illuminate
the path toward models more deserving of trust. After all, as the famous saying goes,
all models are wrong, but some are useful.

Interpretability is highly subjective and application-dependent by nature, and
there is no universal standard of what makes a system highly interpretable. However,
there are some generally agreed-upon rules of thumb; for example, smaller models
are considered more interpretable than structurally similar but larger ones, sparse
parametric expressions are considered more interpretable than dense ones, and rule-
based logical representations such as decision trees are considered more interpretable
than complex arithmetic \black box" models such as neural networks.

Decision trees in particular are often used as the quintessential example of in-
trinsically interpretable ML; they can be interpreted holistically (also calledglobal
interpretation) as a hierarchical partitioning of the input based on simple decision
rules, and individual predictions can be interpreted (also called callddcal interpre-
tation) as a series of such rules on a path from the tree's root to a leaf. Conventionally,
these decision rules consist of a simple feature value and threshold, but many other
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Figure 4.1: A toy example to motivate learning feature transformations. Points are
sampled uniformly in the dashed bands.

decision rules are possible. For example, rules of the foanix < b for somea, b are
called oblique splits, and the trees using them Oblique Decision Trees (ODTS).

In practice, however, there are major barriers to the practical application of de-
cision trees as interpretable models. First, as discussed throughout Chapter 3, con-
ventional decision trees fall short in various aspects of robustness, most importantly
in their generalization to yet-unseen data; while this can be somewhat alleviated by
pruning, the most e ective and popular solution is to use large ensembles with strate-
gies such as bagging as in Random Forests [26], random thresholds as in ExtraTrees
[68], or boosting as in XGBoost [35]. In addition, decision trees often grow quite deep
and use many decision rules for any given prediction, even for extremely simple data.
Together, these make both global and local interpretation much more di cult.

While we have established KDDTs as an e ective means to improve the robustness
of single-tree models, they generally do not make it possible to meaningfully reduce
the size of trees, and they sometimes even necessitate larger trees. We posit that
the tree size barrier results from greedy construction and simple decision rules, of
which the key limitation is the latter; even if we replace greedy construction with a
perfect tree learner, simple distributions can nonetheless require an arbitrarily large
axis-aligned tree to t. However, after a transformation of that distribution, even a
greedy algorithm can produce a small tree, as shown in Section 4.3. Figure 4.1 gives a
motivating example of a case where trees do poorly as interpretable learners on simple
data, but succeed after a transformation. This sensitivity to the feature representation
is also related to other limitations of tree-based models, such as their dependence on
features hand-crafted using expert knowledge to achieve good performance on some
problems, and their overall weakness on other problems, such as image classi cation.

This motivates the idea of learning transformations of the input features, or equiv-
alently, more expressive decision rules such as oblique splits. This can reduce the size
of trees, and by choosing the type of transformation and its regularization during
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learning, once can control the tradeo of complexity of the rules and complexity of
the tree structure. It can also increase the performance of single-tree models and
make them performant in modalities where trees are not typically well-suited, such
as time series and image classi cation, by essentially transforming them into tabular
data. These modalities are ubiquitous in critical domains such as clinical decision
support where interpretability is highly motivated.

However, the problem of learning more complex splits is not easy; axis-aligned de-
cision rule learning, as in the popular CART algorithm [25], is only practical because
the search is restricted to a nite set of candidate rules that is e ciently exhaus-
tively searchable. Finding even optimal oblique splits, which are among the simplest
decision rules, is NP-Hard [85], and even oblique splits may not be considered inter-
pretable unless they are sparse, that is, having few nonzero coe cients.

Nonetheless, methods have been developed to learn such trees, either by heuristi-
cally choosing splits in a tree construction process, or by constructing an axis-aligned
tree and then optimizing the parameters of the splits (see Section 4.1.1 for examples).
However, the former su er from greedy, suboptimal choice of split, and the latter suf-
fer from keeping the original structure of the tree. These are also usually restricted
to a certain kind of split, such as oblique splits.

Here we propose a novel, exible framework that is the rst to alternate opti-
mization of feature transformation parameters with complete regrowth of the tree,
which is made possible by the e ciency, stability, and inherent di erentiability of
KDDTs. Retting the tree completely throughout training reshapes the tree and
moves thresholds as needed; it also maintains the property that each splitting rule is
maximally informative given the available features and data. Together these result
in smaller, more interpretable trees for a given level of performance. Moreover, this
framework simpli es the application of decision trees to modalities such as images and
time series, where transformation into a tabular format is required for the e ective
application of tree-based models.

This section covers work originally published in [75], as well as additional methods
and demonstrations for image and time series data.

4.1 Related Work

4.1.1 Decision Trees as Interpretable Models

Decision trees have a long history of being chosen for their interpretability. In this sec-
tion, we cover various work developing the use of trees toward interpretable modeling
with an emphasis on those most similar to this work.

There is extensive work using decision trees extracted from more complex models
either to entirely replace the model, or as an interpretable proxy. Examples include
[40, 152, 175, 11, 133, 148, 82, 21].
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Other work attempts to improve the interpretability of decision trees themselves
by introducing new decision rules. These rules are more complex than the axis-aligned
threshold rules, but compensate by improving performance of single-tree models while
reducing their size. For example, [20] uses a branch-and-bound algorithm to search for
bivariate splits. [54, 55, 73] use parallel coordinates, which incorporate information
from multiple data features while being easy to visualize. [47] uses bilevel optimization
to nd nonlinear splits for growing trees.

The most common augmented decision rule is linear splits, that is, splitting using
arbitrary hyperplanes rather than axis-aligned hyperplanes. These are often called
oblique splits, and the trees that use them Oblique Decision Trees (ODTs). Algo-
rithms for growing ODTs are rst proposed along with CART [25]. [130] later dis-
cusses the di culty of nding optimal linear splits due to local minima and proposes
a heuristic using randomization and deterministic hill climbing.

Another approach is to grow an axis-aligned tree, x the structure, then treat
it as a parametric model in order to learn coe cients for linear splits. This can be
made possible using Fuzzy Decision Trees (FDTs), wherein a decision is a weighted
combination of both subtrees rather than wholly one or the other, to make the tree
di erentiable. In the case of ODTSs, a splitting function such as sigmoid is used to
map a linear combination of feature values to the weight of each subtree. [163] is the
rst to train globally optimized trees in this way. Later, [105] proposes ensembles of
such trees, both as standalone models and as the nal layer of a neural architecture,
[121] presents various improvements such as balance and sparsity regularizations and
dynamic learning rate adjustments, and [155] applies them to reinforcement learning.

Tree Alternating Optimization (TAO) is a recent and successful ODT learning
algorithm that initializes similarly, but unlike FDTs, uses a linear discriminator at
each node, such as logistic regression or linear SVM, then alternates optimization
over each depth level of the tree. It can be used with a sparsity penalty to produce
sparse ODTs, that is, where many or most of the coe cients are 0, making linear
splits more interpretable. While it is shown that this alternating optimization never
causes the loss to increase, there are no convergence or approximation guarantees. It
was initially proposed for classi cation [28], then extended in various ways, including
regression ensembles [201]; boosted ensembles [65]; clustering [64]; semi-supervised
learning [202]; interpretable image classi cation [158]; interpretable natural language
processing [87]; and as a tool for understanding parts of neural networks [86].

Our approach is di erent from any existing work in that we consider a broader
scope of feature types, but more importantly, in that we continually and completely
re t the decision tree throughout the learning process. This allows dynamic restruc-
turing of the tree as the input features change, but requires an e cient from-scratch
learning algorithm for di erentiable decision trees; and KDDTs are ideal for this pur-
pose. In addition to e ciency and di erentiability, the kernel representation has the
bene t of avoiding redundant splitting that may occur in other FDT formalisms be-
cause repeating similar splits can make the division less \fuzzy" and therefore reduce
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loss by in ating the tree size. Our approach is also unique in that we allow the re-use
of the same transformed feature throughout the tree, reducing the number of separate
concepts needed to understand the model. Moreover, our approach uniquely weights
the regularization of each feature by its usage within the tree on the training data,
resulting in a more balanced enforcement of sparsity throughout the tree.

4.1.2 Interpretable Time Series Classi cation

For an overview of methods for time series classi cation, we refer the reader to [185,
9, 95].

Time series shapelets [196] are the most prominent approach for interpretable
featurization of time series. Countless works have proposed or made use of variations
of shapelets, so we will cover only a selection of highly-cited and relevant works.
Shapelets are subsequences of time series; given a shapelet and a time series input, a
feature value is computed as the distance between the shapelet and the best-matching
subsequence of the input time series. [196] rst used shapelets to construct a decision
tree in the traditional top-down greedy growth method by, at each split, exhaustively
searching over all possible combinations of shapelets mined from the training data and
distance thresholds values. In large data sets with long time series, there may be a very
large number of shapelets and thresholds to search over, so several subsequent works
improve the e ciency of the search process. For instance, [142] apply a heuristic based
on symbolic representation and random projection to improve scalability without
impacting performance. Others, starting with [92], learn discriminative shapelets
independently of the model, calling it a shapelet transform, then t various models to
achieve better performance than a decision tree. Shapelets can also be directly learned
as parametric components of a di erentiable model, such as logistic regression [80]
or neural network [126], using gradient-based optimization of the loss, eliminating
the need for exhaustive search and improving predictive performance. We also learn
parametric shapelets (and other interpretable feature types) using gradient-based
optimization, but as components of di erentiable decision trees in order to improve
performance without giving up the interpretability and practical bene ts of single-tree
models. To our knowledge, we are the rst to do so.

Multivariate shapelets, designed for multivariate or multi-channel time series,
pose greater challenges than univariate shapelets [111]. [69] rst apply multivari-
ate shapelets in trees using a distance threshold for each channel. [29] train one
shapelet tree on each channel, then combine them into a voting ensemble. [22] more
broadly consider notions of independent (separate features for each time series chan-
nel), multidimensional dependent (with aligned time), and multidimensional inde-
pendent (with independent time) shapelets for general shapelet transforms, nding
that multidimensional dependent performs best on benchmarks. [126] use parameter-
ized multidimensional dependent shapelets as a neural network layer. We apply the
same style of shapelet as input to a di erentiable decision tree, but with additional
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weighting parameters in the distance calculation that allow shapelets to be sparse
and ignore irrelevant channels, time spans, etc.

4.1.3 Interpretable Image Classi cation

Image classi cation is dominated by neural networks, which have low inherent inter-
pretability. A large amount of research has been dedicated to explaining the pre-
dictions of neural networks. There are countless surveys; for recent examples, see
[200, 57, 151, 147].

A popular paradigm for interpretable image classi cation is image prototypes,
a template-matching unit used in neural networks for image classi cation inspired
by traditional approaches such as \bag-of-visual-words". As a sliding-window best-
match method, they can be understood as a two-dimensional analog of time series
shapelets. However, unlike with shapelets, the image is not compared with a template
directly; instead, both are processed by a convolutional neural network, which is
itself not interpretable, before the comparison is made in the resulting latent space.
Image prototypes are originally proposed by [34], who incorporate them as part of a
neural architecture called prototypical part network (ProtoPNet). The prototypes are
identical to patches of images in the training set, but unlike traditional methods, they
select the patches as part of the network. Several subsequent works make adjustments
to the architecture and prototype selection [178, 146, 145, 192, 131]. One relevant
example is ProtoTree [132], which incorporates image prototypes into a xed-structure
soft decision tree trained by gradient-based optimization.

4.2 Methods

4.2.1 Alternating Optimization of Trees and Features

feature transformationg : RP ! RP’ and a decision treef : R | RY to minimize
empirical risk for the composed predictive modél g . The tree is typically subject to
constraints such as a max depth, minimum sample weight per node, or cost-complexity
pruning.

Viewed within this framework, the prevailing approach in prior work is equivalent
to the following process: (1) initialize such that g is identity; (2) with xed,
optimize f using a greedy tree growth strategy such as CART; (3) with xed,
optimize using gradient-based optimization. Some methods use a growing and/or
pruning heuristic during (3) so that the structure of the tree may change.

Instead, we propose an approach inspired by alternating optimization, a common
strategy to pragmatically solve di cult optimization problems, whereby we alternate
tting a di erentiable tree as in (2) with one or more gradient-based updates to as
in (3). In this case, alternating allows us to use di erent optimization strategies for
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the feature transform parameters and the non-parametric decision treé . This is
summarized in Algorithm 3.

Algorithm 3 Learn a decision tree with transformed features.

Input: Training data Xq;:::;Xn;Y1;:::;Yn, feature transformation architectureg
with parameters 2 , loss function °, penalty functionp: ! R .
Output: Learned feature transformerg and treef .
1: Initialize . See Section 4.2.3 for examples
2: while stopping conditions are not metdo . E.g. number of epochs
3 Fit a KDDT f to minimize empirical risk% (F (g (x)syi)
4: for some number of[i;erationsdo
5 Update wusingl ,r “(f(g (xi));yi)+rp() . E.g. minibatch SGD

We use KDDTs as the di erentiable tree for this learning procedure. They are
well-suited because they are t as inherently di erentiable models, rather than tting
a tree, then making it di erentiable like many prior methods. Moreover, their e cient
tting is crucial since this process involves frequent repeated tting. At the end, we
can use the smoothed or unsmoothed KDDT for inference. The latter has better
interpretability when predictions would otherwise take multiple paths, but can result
in a small drop in performance.

Trees are tted using an information gain based on an impurity measure, so the
same impurity should be used as the loss function for feature learning. For clas-
si cation, we use the Gini impurity; as shown by Theorem 2.2, this is equivalent
to mean squared error loss. Likewise, if using entropy impurity, it is equivalent to
cross-entropy loss, as shown by Theorem 2.3.

4.2.2 Kernel choice

In this context, the kernel is mainly used as a smoother to make the tree di erentiable,
so the choice of shape is not crucial. A good choice is the box kernel, which is e cient
for tting and enables sparse tree node membership without truncation. However,
the size of the kernel relative to the scale of the input is important; we adopt the term
bandwidthfrom kernel density estimation to describe kernel scaling. If the bandwidth
is too small, a KDDT is very close to a conventional decision tree, and the loss
gradient is either zero or highly unstable because it results from very few data near
split boundaries; if the bandwidth is too large, however, splits are very soft, the tree
grows large, the discriminative power is weak, and computation is slow due to dense
membership of data in leaves. To control the bandwidth, we use one of two strategies:
(1) design the feature transform so that the output range is limited, for example, to
[0; 1], and choose an appropriate kernel bandwidth; or (2) use a regularization on the
feature transform parameters to automatically scale the feature outputs appropriately
relative to the kernel. We generally nd the latter approach to be more e ective and
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describe the use of regularizations in detail in Section 4.2.4. With this approach we
also recommend scaling the parameters of the feature transform after initialization
so that the standard deviation of the output on the training data is 1, resulting in a
consistent initial bandwidth.

4.2.3 Parameterized Feature Transforms

In principle, any di erentiable parameterized class of feature transforms can be used,
ranging from simple linear transforms as in ODTs to expressive classes of functions
such as MLPs that have high discriminative power on their own. Generally, more ex-
pressive feature transforms result in smaller trees, but are probably less interpretable,
depending on the application. The goal then is to choose expressive feature classes
that remain interpretable in the desired context when conjoined into a rule list, as in
the decision path of a tree.

In this work, we focus primarily feature transformations that are fully transparent
and propose a few. These can be composed, or their outputs concatenated so di erent
kinds of transforms can be used together in the tree.

Before describing the primitives, we note a general consideration for features used
with decision trees: conventional decision trees consider only the order of inputs and
not the distance between values. That is, if one modi es the feature values in the
data, but does not change therder of the training samples when sorted according to
each feature, the resulting tree is functionally the same. However, as mentioned in the
previous section, for fuzzy decision trees such as KDDTSs, the this is not necessarily
the case, and monotonic transformations of input do matter, but only on a local scale,
so it may be preferable to avoid this kind of unnecessary complexity. Tree learning,
whether crisp or fuzzy, is also completely shift invariant, so there is no reason to, for
example, include a bias term on a linear transformation.

Identity. It may be bene cial to include the original, unmodi ed features along
with transformed features so that the simplest possible rules are considered during
construction of the tree. This also, in some sense, safeguards against situations where
transformed features may actually be less informative than the original features.

Element-wise transformation. As noted above, element-wise monotonic trans-
formations on their own are not very important in trees, but they can be useful if com-
posed with other transforms. For example, the composition of element-wise square
with linear transformation allows for conic decision rules. Some element-wise map-
pings worth considering have no parameters, such as7! exp(x) and x 7! log(x);
others have parameters to be learned, such as7! x . A notable option is the
element-wise two-parameter Box-Cox transformation

(
x+ ) 1 if 60

logx+ ) if =0
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which is used to alter distribution shape, typically to make values more normally
distributed.

Linear transformation.  The linear transformation isx 7! Ax + b with weights
A and biasb. The bias is used only if composing with another primitive due to
the shift invariance of tree learning. Using only a linear transformation results in
an ODT. These can be initialized randomly, as identity, or using a linear dimension
reduction strategy such as principal component analysis.

Distance to prototype. Another feature type maps a point to its distance
to each ofk prototypes p;i; in this sense, a decision rulel(x;p;;S;) <t can be
interpreted simply as \is x su ciently similar to p;". We use Mahalanobis distance
d?(x;pi;Si) = (x pi)TS; Y(x pi), where the learnable parameters are prototypes
and inverse covariance matriceS, . The covariance matrix can be reparameterized
in various ways to restrict the measurement of distanéefor example, by making it
diagonal, or by using the same for all prototypes. It should also be parameterized such
that it is positive semide nite; otherwise hyperbolic decision rules may be learned and
the distance interpretation no longer appliesS; * can be regularized for sparsity so
that the distance is based on few features. If desired, the prototypes can also be
regularized to be similar to the training data; otherwise, they may not be similar
to real instances, and in the most extreme case, they may become very distant,
essentially collapsing into linear rules. The parameters can be initialized randomly, by
selecting samples from the training data, or by using a mixture modeling or clustering
algorithm.

Fuzzy cluster membership. Clustering partitions data into k clusters with
high internal similarity; usually each clusteri is de ned by a centerc;, and each
point belongs to the cluster with the closest center. Conventional clustering is not
di erentiable, so we instead use fuzzy clustering, a variant that assigns a degree
of membership to each cluster, with the membership values summing to 1. Given
distance functionsd;, i 2 [k], the membership in cluster is

1

2
P k d(x;ci;Sj) m 1
=1 d(x;ci:Sy)

wi(x) =

with m 2 (1;1 ) a hyperparameter determining the \softness" of the cluster assign-
ment, usually just set to 2, andd the Mahalanobis distance as de ned previously. In
this way, soft clustering can be viewed as a transformation of the \distance to proto-
type" features so that the resulting transformed features are interdependent and sum
to 1; a decision rulew;(x) >t is interpreted as  is su ciently closer to c; than
the other centers". The parameters can be initialized randomly or by using a fuzzy
clustering algorithm such as fuzzye-means [50, 15] with allS; initialized as identity.

LFor examples of di erent covariance types, seéttps:/scikit-learn.org/stable/modules/
mixture.html
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Sliding-window features . For modalities with ordered data, such as time series
and images, and particularly when the input size is variable or there is some shift or
misalignment between instances, one may use a sliding-window version of a feature
transformation followed by some aggregation. For instance, a sliding window with a
linear transformation is a convolution; a sliding window with a distance-to-prototype
applied to time series is a time series shapelet, and this is easily generalized to two
dimensions to create an image shapelet. For shapelets, we typically use distance
with identity or diagonal covariance. ldentity covariance is useful for simple inter-
pretation. Diagonal covariance is useful because it increases expressiveness without
severely a ecting interpretability. It allows the weight of features to go to zero in
the computation of distance, enabling the automatic adaptation of the size of the
shapelet. It also can and frequently does result in sparsely computed distance when
learned with a sparsity-promoting regularization. One may also regularize the pro-
totypes p; for sparseness and/or smoothness along the ordered axes (time axis for
time series, orx and y axes for images) to improve interpretability. To aggregate the
result of the convolution into a single value, one may for example take the average or
the minimum or maximum; the minimum is standard for shapelets since it indicates
a \best match" to the template. In addition to other options, shapelets may also be
initialized by model-agnostic algorithms for learning a shapelet transform, such as
the one proposed by [92].

4.2.4 Regularization

For each transformed feature 2 [p7, the parameters ; used to compute theith
transformed feature may be subject to a regularization weighted by the total usage of
featurei, that is, the sum of total training sample weights over nodes that split using
featurei. This weighting serves to balance the e ects of the loss and regularization; a
feature used in the decisions for relatively few data will have a relatively smaller loss
gradient, and so should have a proportionally smaller regularization, and vice versa.

One reason to apply regularization is to improve the interpretability of features.
The L1 regularization increases the sparsity of parameters, which can reduce the
complexity of interpretation. Other regularizations might improve interpretability in
an application-speci ¢ way, for instance, the smoothing of prototypes or shapelets
for time series and images. Weighting by feature usage also ensures that often-used
features are the most interpretable, whereas the opposite will tend to be the case with
unweighted regularization.

Another reason to apply regularization is to automatically regulate kernel band-
width. By using regularization that shrinks the output range of the features, such
as a L1 or L2 regularization on a linear transformation, we e ectively increase the
bandwidth; meanwhile, minimizing the loss function shrinks the e ective bandwidth
because a smaller bandwidth allows fewer data to have split decision paths, resulting
in purer leaves. This makes the actual choice of kernel bandwidth relative to regular-
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data LR |MLP || DT | RF | ET | XGB || ours: linear |ours: proto

n, p (one-hot), q fuzzy | crisp [fuzzy| crisp
iris [60] 0.960 | 0.953/{0.947/0.947| 0.953| 0.947|/0.960 |0.960 [0.947/0.927
150, 4 (4), 3 - - 6.4 |7.2e2 2.1e3|/4.3e2|| 6.1 | 76 | 65| 2.9

heart-disease [97]/0.822 | 0.792{|0.707/0.802 0.795| 0.792|| 0.812| 0.812|0.793 0.779
303, 13 (20), 2 - - 13.9|4.8e3 1.1e4| 7.9e2|| 21.6 | 194 | 5.0 | 3.9

dry-bean [104] 0.925/0.934 /0.9120.923 0.921| 0.928|| 0.920| 0.913|0.915/0.901
13611, 16 (16), 7 - - 99.8|6.7e4 2.0e5| 1.3e4|| 1.1e2| 45.8 |1.6e2 94.2
wine [2] 0.983/0.989 ||0.904/0.977/0.989 | 0.955|| 0.983| 0.983|0.961/0.961
178, 13 (13), 3 - - 8.5 |9.4e2 3.3e3|2.4e2|| 20 | 20 | 23| 2.3

car [19] 0.926] 0.992(/0.977/0.964| 0.971/0.994 || 0.991| 0.992|0.980/0.979
1728, 6 (21), 4 - - 95.3(2.3e4| 3.1e4| 4.5e3|| 29.0 | 29.0 | 59.5| 55.9
wdbc [187] 0.974/0.975 ||0.9350.965 0.970| 0.968|| 0.972| 0.972|0.961/0.961
569, 30 (30), 2 - - 13.0/1.9e3 6.0e3| 2.7e2|| 1.3 | 1.3 | 6.4 | 5.0

sonar [153] 0.755| 0.879(|0.7350.826/0.880 | 0.855|| 0.818| 0.799|0.798 0.817
208, 60 (60), 2 - - 14.1|2.0e3 5.6e3| 3.0e2|| 5.7 | 3.9 | 10.3|10.3
pendigits [5] 0.952/0.994 ||0.9640.993 0.994 | 0.991|/ 0.981| 0.976|0.950 0.931
10992, 16 (16), 10 - - 3.2e2/3.8e4 9.8e4| 8.5e3|| 2.6e2| 2.4e2|3.1e2 3.1e2
ionosphere [154] || 0.875| 0.917(/0.892/0.9340.943 |0.943 || 0.932| 0.920{0.920 0.909
351, 34 (34), 2 - - 15.5|2.2e3 5.9e3| 3.4e2|| 3.9 | 55 | 10.0| 6.3

Table 4.1: 10-fold cross-validation accuracy and average number of splits for tree-
based models. Best in bold.

ization strength so that one can always use the same kernel bandwidth and just tune
the regularization strength. To some extent, it also automatically adapts e ective
bandwidth individually for each feature, and overall improves performance compared
to using a xed e ective bandwidth.

4.3 Demonstration and Evaluation

Here we benchmark the proposed learning algorithm and demonstrate it and the
resulting models' interpretation on several data sets. Additional experiment details
are in Appendix C.6 and comprehensive results are in Appendix D.2.

4.3.1 Benchmarks on Tabular Data

We compare various con gurations of our algorithm against popular tree-based base-
lines including decision trees, random forests, and ExtraTrees. We report 10-fold
cross validation accuracy and average number of splits in the model.

The data sets are selected from among the the most viewed tabular classi ca-
tion data sets on the UCI machine learning repository [49] at the time of writing.
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Categorical attributes are one-hot encoded, and the data is normalized to mean O
and standard deviation 1; this is good for training and makes interpretation unit-
less. For our models, we show results for linear features and distance-to-prototype
features with diagonal inverse covariance. Each is regularized with L1 coe cient
1 = :01 to promote sparsity. Our models and the conventional decision trees have
cost-complexity pruning selected by cross-validation. Other hyperparameters are
xed and described in Appendix C.6.1.

Results are shown in Table 4.1. Results for additional experimental con gurations
with additional metrics, including average decision path length, feature sparsity, and
inference time are shown in Appendix D.2.1. On every data set, at least one of
our models matches or comes close to the best baseline accuracy while being much
smaller. Also note that, since we choose the pruning parameterby cross-validation,
there are many cases where a smaller tree than the one reported performs similarly.
Especially for data sets where the ensembles greatly outperform the basic decision
tree, the reduction in size for a performant model by using our method is huge. This
carries the additional bene t that inference is much faster for our models. Models
with linear features are often the best for a given dataset, while prototype features
lag slightly behind, suggesting that prototype features are best used to supplement
linear features rather than on their own. We also note that these benchmarks all
use the same hyperparameters; this shows that good performance does not require
great tuning e ort, but such e ort will probably result in a better model for most
applications.

We also separately show results on MNIST and fashion-MNIST; these experiments
are described in Section 4.3.3 and the results are shown in Table 4.2.

4.3.2 Interpreting a Wine Classi er

We show two examples of interpretation for trees trained on the wine data set. Both
are trained with = 0:01 as in the benchmarks and achieve 97.2% accuracy on a 20%
test split.

A tree with linear features is shown in Figure 4.2a. It has a stronger sparsity
regularizer ; = 0:1 compared to the benchmarks. Wines with low avanoids, protein
concentration, and hue are classi ed as type 3. There is also a smaller relationship
between type 3 and high color intensity. Of the remaining wines, those with low
proline and alcohol are type 2, and the rest are type 1. Similarly, there is also a
smaller relationship between ash content and type 1 that may be important if the
decision is not clear based on proline and alcohol.

A tree with prototype features is shown in Figure 4.2b. Here we use simple
Euclidean distance for decision rules. Each prototype de nes a certain wine pro le;
for instance, prototype 1 is high in alcohol and proline and close to average in other
attributes. Wines similar to prototype 1 are type 1; wines similar to prototype 2 are
type 2; wines similar to prototype 3 are type 3; the rest are type 2.
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feature pl p2 p3

alcohol 2.03 -1.66 -0.15
malic acid 0.85 -0.35 1.15
ash 0.06 -1.00 -0.62
alcalinity of ash |-1.16 0.11 0.22
magnesium 0.95 -2.06 -0.08
total phenols 1.27 0.70 -1.46
avanoids 0.04 2.69 -0.54

non av. phenols [-0.86 -0.33 0.29
proanthocynanins| 0.74 -0.24 0.57
color intensity 0.70 -1.95 2.51

hue 0.43 1.10 -1.05
0OD280/0D315 |0.51 0.50 -1.31
proline 1.91 -1.55-1.06
(a) With sparse linear
features. (b) With distance-to-prototype features.

Figure 4.2: Interpretable trees for wine classi cation.

MNIST Fashion-MNIST
fuzzy acc. crisp acc. splits path len}{fuzzy acc. crisp acc. splits path len
10 2| .9226 9219 9 4.33 .8059 .8024 8 3.97
10 3| .9500 .9419 36 5.91 .8439 .8364 20 4.69
10 4| .9664 .9610 162 7.68 | .8669 .8586 98 6.24
10 °| .9708 .9602 1659  10.05| .8675 .8472 2209 1155
RF N/A 9697 500524 1700 N/A 8767 496819 1822

Table 4.2: Test accuracy and tree size for MNIST trees with linear features.

4.3.3 Interpreting MNIST Classi ers

Next we t models to MNIST and Fashion-MNIST to demonstrate performance and
interpretability on simple image classi cation. The performance and size of models for
various cost-complexity pruning are shown in Table 4.2, and the smallest MNIST
model is shown in Figure 4.3. Larger models, as well as Fashion-MNIST models, are
shown in Appendix D.2.2. Here we use linear features. Each internal node shows the
feature's weight image, with negative values in blue and positive in red. Each leaf
shows the average of the training data belonging to it.

We use some extra constraints to improve interpretability. First, in addition to a
L1 regularization to promote sparsity, we use a smoothness regularization which pe-
nalizes the average squared di erence of each weight with its neighbors, not including
diagonal neighbors. The idea is that a weight image with smooth shapes is easier
to understand than one with just a sparse handful of pixels, while also being more
expressive. We notice that this smoothing can also reduce over tting. We constrain
the tree's threshold values to be zero to ease local interpretation. In this way, we
can interpret a decision rule by overlaying the digit onto the weight image and asking
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(a) The entire model. (b) Interpretation of a (c) Interpretation of an
correct prediction. incorrect prediction.

Figure 4.3: An interpretable MNIST classi er with 92.19% test accuracy.

simply \Do the pen strokes better match the blue, or the red?" For example, in the
root node in Figure 4.3a, we see that digits with ink primarily in a small near-vertical
stroke in the center are classi ed as 1, whereas those with more ink in the closely
surrounding space are other digits. Complete predictions are shown Figures 4.3b and
4.3c. In the case of the incorrect prediction, we can easily see that the error occurs
in the root node, where the large serifs on the handwritten 1 overlap with too much
blue in the weight image and result in the decision that this digit is not a 1. It is
reasonable to assume, then, that the model will always predict incorrectly on similar
large-serif 1 images, and that such digits might be underrepresented in the data. This
demonstrates how interpretability can be used as a diagnostic tool.

For reference, Table 4.2 also shows performance and size for standard decision
trees and random forests. As the size of our tree grows large, performance matches
the random forest on MNIST and comes very close on Fashion-MNIST. Moreover,
though our trees may seem large, they are still hundreds of times smaller than a
comparable random forest, and the average decision path length, that is, the average
number of nodes involved in the interpretation of a prediction, is thousands of times
smaller. To separate 10 classes, our largest models require only 10.05 or 11.55 decision
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Figure 4.4: An interpretable Fashion-MNIST classi er. The tree automatically learns
a hierarchy of fashion items.

rules on average for MNIST and Fashion-MNIST, respectively.

Testing on MNIST allows us to make some comparison of our models to TAO
[28], which seems to be the best existing method for learning trees with sparse linear
features. Ultimately, while their smallest model achieves 89.81% test accuracy with
16 splits, our smallest achieves 92.19% with just 9 splits. Likewise, their overall
best-performing model achieves 94.31%, whereas ours achieves 96.10% without fuzzy
splitting or 97.08% with it. This shows that our proposed approach can achieve
state-of-the-art status for learning sparse oblique decision trees while also having
greater exibility to choose di erent features and adapt them to application-speci c
interpretability needs.

4.3.4 Learned Class Hierarchy in Fashion-MNIST

An additional property of our models is that, di erently from other ODT learning
algorithms such as TAO, we continually re t the tree using a generalization of CART,
which greedily chooses the most informative splits rst. Each subtree's class labels
are thus as pure as possible, and classes that are easy to separate are separated rst.
By contrast, in a tree which is trained globally without this greedy splitting, any
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particular split may not actually result in improvement in label purity, as long as it is
informative to splits further down the tree. We argue that this characteristic of our
trees is useful for interpretability.

A compelling example is shown in Figure 4.4, which shows the tree trained on
Fashion-MNIST with = 10 3. The tree forms an intuitive hierarchy of visual
similarity of fashion items. Tops, bottoms, shoes, and bags are separated early.
Within shoes, there is a separation of high vs. low shoes, then open vs. closed shoes.
Within tops, there is separation of long vs. short tops; within short tops, there is
separation of long vs. short sleeves; then, within long sleeves, there is separation of
tops with a collar vs. tops without a collar. This allows us to understand decision rules
and interpret predictions just by examining the populations at each leafyithout even
knowing the transformed featuresA similar structure of visually cohesive subtrees is
observed in our MNIST trees, as in Figure 4.3a, but it is less obvious and intuitive
since we do not tend to cognitively group digits by visual similarity like we might
with fashion items. We do not observe this property in other ODTs; for example, in
[158], a TAO tree tted to Fashion-MNIST does not exhibit this visual hierarchy.

4.3.5 Interpreting Time Series Shapelets
Heartbeat Classi cation

We demonstrate classi cation with time series shapelets on the ECG5000 data set
from the UCR archive [43]. This consists of a 20 hour ECG of a patient with severe
congestive heart failure segmented into single heartbeats and interpolated into a xed
length. 500 training and 4500 test samples are randomly selected and annotated as
either normal or one of several irregularities. The task is to classify a heartbeat
according to this annotation.

Since the heartbeats are segmented to have the same shift and scale, shapelets
without sliding window are an appropriate feature choice. The resulting tree is shown
in Figure 4.5. Here the red and blue heatmaps show the distribution of training data at
each node, that is, dark red shows where many waveforms are present, white where a
moderate number are present, and dark blue where none are present. The shapelet at
each node is shown in green. The opacity corresponds to the weight at each time step,
and since we regularize the shapelets for sparsity, the green areas are small, indicating
that only a small portion of the waveform is used in each decision. Data su ciently
similar to the shapelet go left down the tree, and others go right. Within each
internal node is also shown the distribution of transformed feature values (distances
to the shapelet) colored by class label, as well as the tree's decision threshold and the
transition region of the fuzzy split. Within each leaf node is also shown the weight
of data for each label; the leaf predicts the label with the highest weight. Based on
this representation and the small tree size, it is very clear how decisions are made.
For instance, we can see from the shapelets of the root node and its left child that
the model labels waveforms with a prominent U-shaped curve on the right side as
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Figure 4.5: A shapelet-based tree for heartbeat classi cation.

class 1. Though we can see from the leaves that class 1 also exhibits a small dip in
the waveform in the middle-left area, we can tell from the shapelets that this is less
important to the model's decision.

This model has 97.2% training and 92.8% test accuracy; slightly better test accu-
racy can be achieved with a change of hyperparameters, but the resulting model is
larger and less interpretable. For context, in a benchmark of deep learning for time
series classi cation by [95], the best model on ECG5000 is \Encoder" with an average
test accuracy of 94.1%. Meanwhile, our tree of just three interpretable splits matches
the performance of MLP and CNN at 92.8% and 92.9% test accuracy, respectively,
and outperforms some deep architectures such as t-LeNet and TWIESN.

Gun Detection

Next, we demonstrate classi cation with time series shapelets on the GunPoint data
set from the UCR archive [43]. In this data set, an actor is Imed in pro le either

pointing a nger or raising a replica gun and the x-coordinate of the hand is recorded
as a time series. The task is to determine whether the actor is pointing a nger or
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(a) Without sliding window: 86.7%. (b) With sliding window: 96.0%.

Figure 4.6: Shapelet-based trees on the GunPoint data set and their test accuracy.

raising a gun.

Figure 4.6 shows trees trained with shapelet-based features, both with and with-
out sliding window. See the previous subsection on heartbeat classi cation for a
description of this kind of visualization In the sliding window case, the window size is
100, where the time series are of length 150. We can see from the distribution of time
series in the root node of Figure 4.6a, which shows the whole training set, that there
is some seemingly random time shift in the data, making the resulting tree complex
and prone to over tting. However, with the sliding window, as shown in Figure 4.6b,
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where each time series is shown aligned to its best match with the shapelet, the slid-
ing window is able to e ectively align the data, resulting in a simpler tree with much
better generalization. For other data, one might also consider scale invariance as in
dynamic time warping, as well as shift and/or scale invariance of the value, that is,
the y-axis of the time series. For context, [95] report an average test accuracy of
100% for FCN, but the majority of the remaining deep architectures perform below
our interpretable model's score of 96.0%.

4.4 Discussion

We have proposed a new system for learning small, interpretable decision trees and
shown examples under several notions of interpretability, including sparse linear
combinations, similarity to prototypes, visual matching, and class-based hierarchies.
Compared to ensembles and deep models, our single-tree models are interpretable
because they are small, use sparse features, have a sparsely activated hierarchical
representation based on logical rules, and work by simply partitioning the data. We
use size and sparsity as rules of thumb for interpretability and design our demon-
strations accordingly, but ultimately, interpretability is highly subjective, and this is

not the best for every user and application. For instance, in some cases, high-level
conceptual interpretability, such as the \this looks like that" interpretation of im-

age prototypes [34], may be preferred over the detailed low-level interpretations we
present in this work. Our methods are highly exible to customize feature types to
meet interpretability needs, especially as more diverse feature types are implemented,
and towards this capability, ongoing work is developing a platform for interactive
visualization and design of these models. Since there is no universally applicable
guanti cation of interpretability, an ideal evaluation of interpretability will include

user studies.

One tradeo is that the models can take relatively long to train due to repeated
tting of fuzzy trees, though this can be alleviated by controlling the number of
features output by the feature transformation; for instance, if using a linear transfor-
mation with MNIST as in our demonstrations, using the transformation to map the
784 features of MNIST down to just 10 to 20 transformed features, which is su cient
for a small tree, allows training to complete in mere minutes. Another tradeo is
that, while our results show that good models can be obtained without extensive
hyperparameter tuning, the absolute best model for a given scenario certainly may
require careful design of the feature transformation architecture and tuning of several
hyperparameters.

A promising future direction for this work is to incorporate more feature types that
may achieve good performance in more applications. One example is long, variable
length time series where a \best match" feature may be insu cient, or time series
where frequency information, which is not easily captured by the feature types covered
here, is important. One might also consider possibilities for interpretable featurization
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of text so that this work can be extended to text classi cation.

Another potential application of new feature types is broader image classi ca-
tion. The methods demonstrated here with linear and prototype features with op-
tional sliding window are well-suited to data such as MNIST that is inherently two-
dimensional and highly structured. However, more natural image data capturing
three-dimensional objects with occlusions, variable lighting, etc. is more challenging.
We nd that, while our methods using the features proposed in this work can signif-
icantly improve the performance of trees on this kind of data, it still falls short of
modern performance expectations, and the models can be di cult to interpret. One
way to approach this would be to use CNN-based image prototypes as described in
Section 4.1.3, which would result in rules based on visual similarity to a template,
though the determination of similarity is made by a black-box. While this moves
away from the ideal of full transparency, it may nonetheless improving interpretabil-
ity compared to the current state-of-the-art.
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Chapter 5

Pragmatic Advancements

Much of current ML research commonly focuses strictly on parametric models, and
SO many topics advanced by recent research are not applicable to non-parametric
models such as trees. Tree-based models in particular still achieve state-of-the-art
performance on tabular problems [81] and are widely used due to their practical
advantages, so gaps in their applicability are a crucial weakness in ML application.

In this chapter, we apply the uncertain interpretation paradigm towards clos-
ing some of these gaps. First, we propose an intrinsic tree-based method for Semi-
supervised Learning (SSL), that is, learning from both labeled and unlabeled data,
where there are few existing methods for decision trees. Next, we introduce a new
model-agnostic method of Federated Learning (FL), a eld dominated by parame-
ter aggregation and regularization methods, by regularizing models for agreement in
function space. Since loss functions are generally convex in function space, it has
convergence guarantees with mild assumptions; when combined with our uncertain
interpretation formalism and a quadratic loss function, we have fast convergence close
to the consensus optimum. This kind of function space regularization can naturally
also be used for other applications involving measuring and minimizing model dis-
agreement. As an example, we demonstrate the merging of tree ensembles into a
single tree.

5.1 Semi-supervised Learning

In applications of supervised machine learning, there is often copious data available,
but labeling the data accurately is expensive. This motivates Semi-supervised Learn-
ing (SSL), which combines strategies from supervised and unsupervised learning to
learn a predictive model from labeled and unlabeled data. It does this by leveraging
some underlying assumption that informs the use of unlabeled data, such as cluster-
ability, smoothness, or separability of the data. E ective SSL can greatly reduce the
amount of labeled data needed to achieve a particular level of performance.

Most SSL methods are designed for parametric models. As a result, despite the
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(@) Fit a tree to minimize (b) Assign smoothed leaf (c) Or assign robust leaf val-
semi-supervised impurity. values. ues.

Figure 5.1: An overview of our SSL algorithm. Gray data are unlabeled.

popularity and utility of tree-based models, SSL methods for trees are largely limited
to model-agnostic wrapper methods such as self-training [173], for which tree-based
models are not even well-suited [174]. This lack of options also limits the choice of
assumption that drives the SSL process.

The main function of the few SSL algorithms specialized for decision trees [118,
119, 109] is choosing splits in a semi-supervised way; they do not propagate labels
across regions of dense unlabeled data, limiting expressiveness. To |l this gap, we
leverage KDDTs and their uncertain interpretation of input to introduce natural and
e cient SSL algorithms based on a choice of two grounded assumptions:

" Smoothness assumption: inputs with similar feature values are likely to have
similar labels.

" Robustness assumption: there exists a large-margin (on average) boundary be-
tween classes.

We rst grow a tree using a semi-supervised splitting criterion that leverages fuzzy
membership; unlike prior methods, it allows leaves to contain no labeled data, in-
creasing expressiveness since trees may grow large even with very few labeled data.
We then assign leaf values according to one of the above assumptions by constructing
a similarity graph over the leaves and using a graph algorithm. As usual, the nal
model can be fuzzy or a conventional crisp tree. Figure 5.1 motivates this kind of
approach and highlights the two leaf assignment strategies. Previous tree-based SSL
methods do not propagate labels across leaves, so they cannot learn a good boundary
in this example.

Ultimately, semi-supervised learning algorithms perform largely based on how well
their underlying assumption(s) describe the data; by introducing two new assump-
tions for tree-based models|assumptions which are grounded, reasonable, and used
in SSL for other models|we improve performance on data where other tree-based
methods fall short, as shown by our experiment results in Section 5.1.3.
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5.1.1 Related Work: Semi-supervised Learning

Over many years, numerous SSL algorithms with various underlying assumptions
have been proposed for a wide range of models. We refer the reader to [174] for a
comprehensive overview. We highlight two taxonomic distinctions: rst, a method is
inductive if it produces a predictive model, ortransductive if it only assigns labels

or pseudo-labels to the unlabeled training data; second, an inductive method is a
wrapper methodif it is agnostic to the predictive model used, ornntrinsic if it is
specialized for a particular class of models. The algorithm presented in this work is
thus an intrinsically semi-supervised method for induction of decision trees.

Wrapper methods were once the only option for semi-supervised learning of de-
cision trees and remain a popular approach. Foremost are variants of self-training
[173], an iterative process whereby the model is tted to labeled data, then the most
con dently predicted among the unlabeled data are labeled and added to the training
pool for the next iteration. Despite its widespread use with trees, tree-based models
are actually not well-suited for self-training due to poor calibration and overcon dent
predictions [174]. As a result, works such as [112, 108, 44, 167, 120] propose strategies
to improve self-training of tree-based models.

A few intrinsic methods have been proposed for decision trees. By assigning
pseudo-labels to unlabeled data using posterior probability computed from kernel den-
sity with reduced dimension on the labeled data, [118] and [119] choose better oblique
splits using unlabeled data. Similarly, by using impurity of thefeaturesin addition
to impurity of the labelsas a splitting criterion for tree construction, [109] propose
Semi-supervised Learning Predictive Clustering Trees (SSL-PCTs) that choose better
conventional axis-aligned splits using unlabeled data. Our method of tree growth is
similar in that it uses a semi-supervised splitting criterion, but our unsupervised im-
purity is based on fuzzy membership stead of feature variance and has linear rather
than quadratic computational complexity in the number of features.

Graph-based SSL is a family of transductive methods that constructs a similarity
graph over the data and uses a graph algorithm to assign pseudo-labels. We mention
two that are relevant to this work. First, label propagation [204] solves a linear
system such that each pseudo-label is a combination of its neighbors' labels or pseudo-
labels, weighted by similarity. Second, graph min-cut approaches [17, 18] use min-cut
algorithms to separate the data into classes such that the inter-class similarity is
minimized.

5.1.2 Semi-supervised Learning with KDDTs

Our SSL algorithm has two phases. First, the tree structure is grown using a semi-
supervised variation of KDDT tting. Next, a similarity graph over the leaves is
constructed and used to assign leaf values. This assignment, di erently from previous
work, propagates labels across leaves, so all leaves can be assigned a value even if only
a few contain labeled data. The tree growth and assignment approaches are described
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(a) 10 leaves (0.05 seconds). (b) 100 leaves (0.4 seconds). (c) 1000 leaves (4 seconds).

Figure 5.2: Trees of varying size with robust leaf assignment and their training time.

in the following sections. A visual summary is provided in Figure 5.1.

Semi-supervised Tree Growth

We grow trees in a semi-supervised manner using a simple adaptation of supervised
splitting criteria; compute the semi-supervised impurity by assigning each unlabeled
point its own unique label. This will cause the tree to separate unlabeled data points,
but for crisp trees, it is otherwise uninformative, that is, it does not in uence the
optimal split. However, for fuzzy decision trees, it prioritizes splits which are the
least fuzzy, that is, most unlabeled data belongs entirely to one side or the other,
resulting in well-separated subgroups. For KDDTs, this means prioritizing splits far
away from most data, with the resulting leaves containing data that is more di cult to
separate, and thus more similar in feature values. This is similar to SSL-PCTs [109],
but whereas the computation of feature variance in the construction of SSL-PCTs
makes the cost of split search quadratic in the number of features, ours remains
linear since each unlabeled data point contributes independently to the impurity. See
Figure 5.1a for a toy example of tree tting.

Recall that we write (x) the membership ofx at nodei and w; the total weight
of training data as de ned in Equations 2.6 and 2.10. The semi-supervised Gini
impurity at node i can be Writte% L

1 X > X
Gini()=1 =@ () +  i(x)*A (5.1)
! j2DL > 2Dy

for labeled data indicesD, and unlabeled data indicedD .

By writing the impurity in terms of the selected decision threshold and using a
Taylor expansion of the unsupervised term, a straightforward extension of the KDDT
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(@) The 1000-leaf model (b) Pruned to 10 leaves by (c) Merged same-label leaves
from Figure 5.2c. leaf impurity. down to 75 leaves.

Figure 5.3: Two methods for pruning a tree based on the assigned leaf values.

threshold search makes it possible to compute this in constant time for each candidate
threshold, preserving the original asymptotic cost of threshold search.

As always, KDDTs can grow extremely large unless a growth stopping condition
is set, and this is especially true with the semi-supervised criterion. An example of
size variation on a toy data set with 500 samples is given in Figure 5.2. Generally a
good choice to limit tree growth is a Cost-Complexity Pruning (CCP) parameter .
However, with our the semi-supervised criterion, the tree size can be very sensitive
in a small range of values that depends on, among other things, the number of
unlabeled data; therefore, as a more clear and consistent hyperparameter, we instead
set a maximum number of leaves and grow the tree in order of highest gain until
reaching that number of leaves, or until no split results in any gain. This constructs
the same tree that could be attained by choosing some particular CCPvalue, but
allows one to choose the size directly. Other growth stopping conditions, such as
maximum depth or minimum sample weight in a leaf, are also options.

If needed, a tted tree with its leaf values assigned can be post-pruned according
to the assigned leaf values to obtain a much smaller model for prediction, as demon-
strated in Figure 5.3. One option is to prune according to supervised impurity, such
as conventional Gini impurity, calculated using the assigned leaf values, as shown in
Figure 5.3b. Compared to the equally sized tree in Figure 5.2a, which is grown to
that size, the tree in Figure 5.3b, which is grown larger and then pruned down, ts
the data better. Another option is to merge contiguous leaves with the same plu-
rality label, as shown in Figure 5.3c. If either the tree is crisp or the leaf values are
one-hot, as in our robust leaf value assignment method, this will never change the
predicted class; compare, for example, Figures 5.3a and 5.3c. Otherwise, it may alter
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the prediction in rare cases, but the model remains largely the same. Both strategies
can produce better nal models for a given size at the cost of more time spent tting.

Smooth leaf value assignment

As a result of the smoothing induced by the uncertain input interpretation de n-
ing KDDTs, a natural SSL approach emerges by simply writing the predictions for
unlabeled data and using the resulting system to solve for leaf values. Recalling
Equations 2.8 and 2.11, a KDDTf makes prediction

X X 1 X
f(x)= i(X)vi = () i(X))Y;]
i2leaves i2leaves ! j2D
for training data D = D [ Dy.
Forj 2 Dy, y; is unknown; instead substitute the predicted (x;). Then we have
!
1 X X 1 X .
vi= o i(Xj)y; + " i(Xj) io(Xj) Vi

Ij2D|_ 02 leaves Ij2DU

which, by stacking over each, forms a linear system
V = V% AV (5.2)

which we use to solve for the unknown matriX¥ of leaf values. Here each row
is the corresponding leaf's valuev/;.. = v; , V9is smﬁlarly the known matrix of
Iea]g value components from labeled data only,? = VT. 2o, i(Xj)yj, and Ajjo =

W 2Dy i(X;) io(x;) indicates the weight of shared unlabeled samples for each pair
of leavesi, |0 A can be interpreted as a similarity graph over the leaves.

Equivalence to label propagation

Given a kernelk : R RP! R g, label propagation [204] assigns pseudo-labélg
by solving the linear systemYy = K yyYy + Ky YL where

K = Ku Kuw
K UL K uu
P
with Ki; = k(xi;xj)= -k(xi;x*) is the row-normalized kernel matrix split into

blocks corresponding to labeled dat®,_ and unlabeled dataD .

A semi-supervised KDDTf with smoothed leaf value assignment makes predic-
tions on its training data matching the labels assigned by label propagation with
kernel

i(X) i(X():

ki (x;x9 = "

i2leaves
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This is easily veri ed by observing that Equation 5.2, which is used to solve for leaf
values, is equivalent to the system

X X X
f(xj)= i(Xj)Vvi = ke (Xj;%x)y: + ke (X5 x)f (x°)

i2leaves ‘2D, 2Dy

fori 2 Dy. Noting that P »p Ki (Xj;x)=1forall j 2 D, the above is equivalently
Yu=KyuYu+ Ky Y. whereYy = f(X ) and K is de ned by ks .

As a result, we can view this method as label propagation on a partition of the
domain rather than the data themselves. A ner partition (larger tree) yields a more
expressive model, but is potentially more vulnerable to the curse of dimensionality of
kernel-based methods.

Robust leaf value assignment

Another leaf value assignment strategy uses graph min-cut to maximize a notion of
adversarial robustness, that is, distance from the decision boundary, thereby plac-
ing the boundary in low-density regions. This is based on the innate adversarial
robustness of KDDTs via the theory of randomized smoothing as explored in-depth
in Section 3.4. In this sense, the predicted value of a KDDT is directly linked to
the robustness of the prediction. For example, for Gaussian smoothing, the robust
radius at x is lower bounded byr = L(f max (X)), where ! is the inverse Gaus-
sian CDF, is the standard deviation of the smoo}ger, and o« (X) is the highest
predicted class prolngility atx [38]. By maximizing ,p fmax(Xj), we maximize a
robustness objective ;,, ( rj= ), where eachr; lower bounds the robust radius for
samplej . A similar notion exists for box kernels and L1 robustness; see Section 3.4 for
details. An objective like this makes gsense because, regardless of practical concerns,
we cannot maximize the robust radii ; rgdirectly since itlg,s not upper-bounded.
Thus we de ne a semi-supervised objective |, Y f(X;)+ ,p, fmax(X;) for the
model to berobustly correct on labeled data androbust on unlabeled data.

This is still digult to optimize, so we relax the objective to instead maximize

2o, Y7 F(X)+ 2p, F(X)7T (X)), which lower bounds the original objective and
is equal at the extremed max(X) = 1 and fa(X) = fj(x) 8 2 [g. This objective
is equivalently written as Tr(V @ diagw)V + V>M >MV ) with V and V°as in
Equation 5.2, diagfv) a matrix with vector w = (W,)i2eaves ON the diagonal and 0
elsewhere, andV the membership matrixM ;; = i(x;). SinceM TM is positive
semide nite, the objective is convex. Moreover, each row &f must sum to 1 to
represent a valid probability distribution over the class labels. This constitutes the
maximization of a convex function subject to linear constraints, so at least one max-
imizer must exist at a corner point; that is, there is some maximiziny with only
one nonzero element, which has value 1, in each row.

Let A = M "M . For each leafi, let ¢ denote the index such thatVi,, = 1,
that is, ¢ is the index of the class predicted at leaf. Rewrite maximization of the
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objective as minimization of the following loss.
“(V)=jDLj+jDuyj Tr(V%diagw)V + VAV
V) 1P ;(uJO §< g(x) ) x)
= w Vet Ajo Wi Vi, 1f G = GogA;;o
Xi c ;i 0 i i;i 0
= 1fc6 cgwVe+  1fg 6 cogAiio

i;c ;i 0

We can construct a graph such that this loss is the value of krterminal cut, also
called a multiway cut. This is a generalization of the min-cut problem where there
may be many terminals, whereas standard min-cut has only two|a source and a
sink. Given nodesN = fs;;:::;S;Ng;Ny;:::g, a k-terminal cut is a partition of

put is qg nedFas the total weight of edges removed to separate the nodes into sets:
ceco nzc  nozcoW(M; n9.
The graph is constructed as follows. For each classde ne nodes., and for each
leafi, de ne noden;. Set edge weightsv(sc; nj) = w;V2 and w(n;i;n{) = Aj;jo. Then,

of the cut is exactly "(V ), and so the minimum such cut provides leaf valueg that
minimize the loss.

For k = 2, the problem is simply calledmin cut or max ow, and there are
many algorithms to solve it with various complexity. The problem of nding the
minimum Kk-terminal cut for k 3 is NP-Hard; however, a simple heuristic achieves
an approximation of 2 2=k by solving the standard minimum cut problem in a
one-vs-rest fashiork times [42]. We use this heuristic.

In practice, a model tted in this way may sacri ce correctness on labeled data
for greater robustness on unlabeled data; in the worst case, if there are relatively few
labeled samples and the unlabeled data is not easily separable, it is possible that the
most robust model always predicts the global majority label. In this case, simply
increase the weight of the labeled samples relative to the unlabeled samples.

Model selection

There are two important hyperparameters that must be selected: the tree size and
the kernel bandwidth. One may wish to select these automatically to maximize
performance. We nd that, despite the limited number of labeled data in the semi-
supervised setting, cross-validation of a supervised metric is the best approach for
hyperparameter selection. Rather than accuracy, we select using Mean Absolute
Error (MAE) since it is Igss coarse when the number of labeled data is small. For
classi cation, MAE is & ;1 y7f(x;). To tune tree size, one can simply grow
the tree to the largest size and prune it back down to get smaller sizes, so the tree
need only be grown once. The tree must be re- t from scratch, however, for di erent
bandwidths. Since the tree growth phase dominates the run time, for experiments,
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we grow the tree just once on all data, then perfornk-fold cross validation over
the labeled part of the data by redoing the leaf assignment phase only. This is cost
e ective, but if cost is not a concern, it is of course better to completely re-t the
model during cross validation.

Ensembles

and while KDDTs can generalize better than standard decision trees, they also ben-
et from ensemble approaches; see Section 2.3.6. For some ensemble methods, the
extension to SSL is straightforward. Random forests [26], perhaps the most popular
tree ensemble, use bagging, where each model is trained on a bootstrap sample of the
data, and at each split, only a random subsample of features is considered. We follow
the precedent of [109] and adapt this to semi-supervised learning by bootstrap sam-
pling from the union of the labeled and unlabeled data, then train the semi-supervised
trees on each bootstrap sample with feature subsampling. Another popular tree en-
semble algorithm, ExtraTrees [68], only changes the tree tting process by selecting
thresholds at random, and can be used for SSL without modi cation. Boosted tree
ensembles, however, including algorithms such as AdaBoost [63] and XGBoost [35],
use a supervised loss function, so the adaptation to SSL is not so straightforward.
We leave this topic to future work.

Computational cost

The complexity of tree growth with the semi-supervised criterion is the same as for
standard KDDT tting; see Section 2.3.3 for details. In practice, we observe that tree
growth dominates the total run time.

For leaf value assignment, computing a dense leaf similarity graph is quadratic
in the number of leaves; however, when using a bounded or truncated kernel, the
sparse membership of data in leaves makes the leaf graph itself also sparse, so the
computation should be done with sparse matrices. Next, the complexity of computing
leaf values is the same as the related graph-based methods with sparse graphs, namely
label propagation and min-cut SSL, but the size of the graph is the number of leaves
instead of the number of data. Therefore, for xed tree size, our methods' total cost
scales linearly with the number of data, better than purely graph-based SSL. Using
sparse representations, we observe that leaf value assignment is a relatively small
portion of the total run time.

5.1.3 Experiments

We benchmark our methods in random forests against baselines including supervised
random forests, self-trained random forests, and SSL-PCT random forests [109]. Our
methods include the two proposed leaf assignment strategies as well as fully supervised
KDDT random forests and a \naive" strategy where we use our semi-supervised tree
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(a) Random selection of labeled data. (b) Cluster-based selection of labeled data.

Figure 5.4: Comparison of performance of SSL methods implemented as random
forests. Ours are solid lines, and baselines are dashed.
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