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Although 

multiorganizational 

coalitions offer 

diverse capabilities, 

assets, and 

information 

sources, successfully 

completing dynamic 

operations can 

compromise 

coalition partners’ 

trust. Mechanisms 

for assessing trust 

can help, along 

with controls to 

help decide the best 

course of action.

support. Within modern coalitions—often 
composed of multiple nations and nongovern-
mental organizations—units rely on each other 
to provide information relevant to their shared 
objectives, but that information might be sum-
marized or redacted between partners who 
don’t trust one another. Trust, therefore, plays 
a critical role in deciding whether to share in-
formation and how to go about acquiring it.

Consider the following scenario: Two na-
tions, A and B, are part of a coalition attempt-
ing to stabilize a war-torn country. Other 
coalition members include the local police, 
army, and various agencies of both nations. In-
ternational aid agencies, journalists, and  local 
informants might also interact with the coali-
tion. Although it’s in the interest of all such 
actors to share information and information-
acquisition assets (such as sensors or human 

sources), the dynamic nature of the trust rela-
tionships between them can impede effective 
information sharing and acquisition.

Let’s say, for example, that nation A wants 
to obtain aerial imagery of a particular area be-
fore taking some critical action. Nation A owns 
limited sensing assets (say, an unmanned aerial 
vehicle) that, given time, can be deployed to the 
area. However, other coalition partners have 
sensing assets already in the area that can pro-
vide the aerial imagery, and might even be in 
a position to share relevant information imme-
diately. Now, Nation A must consider carefully 
whether to deploy its own resources, which en-
tails a time cost, or delegate the sensing action 
to another  coalition partner, exposing A to the 
risk of obtaining inaccurate information.

Because a coalition’s success can hinge on 
its ability to effectively delegate tasks and 

Modern coalition operations require multiple organizations to act in a 

coordinated manner to achieve some high-level goal. Such operations 

therefore require trust at multiple levels. In military coalitions, for  example, 

one unit trusts that others will be in position at the right time to provide 
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share information and assets, there’s a 
need for trust-aware decision-support 
tools that explicitly factor trust into 
the decision-making process. Here, we 
discuss work toward a probabilistic 
trust-assessment mechanism that can 
be used to determine the trustworthi-
ness of an information source based on 
its historical accuracy, as well as that 
of other similar sources. We then dis-
cuss a decision-theoretic mechanism 
for making decisions about whether to 
trust an information source based on 
trust assessments, and, if so, how to 
tailor the interaction so as to minimize 
the perceived risk.

Trust Assessment and 
Decision Making
In general, any comprehensive trust-
support mechanism will comprise 
three phases (see Figure 1):

•	 trust assessment, in which trust lev-
els are evaluated using available 
evidence;

•	 decision making, in which trust lev-
els are used to make decisions within 
a particular context, taking advan-
tage of available sanctions and in-
centives; and

•	 trust update, in which post-hoc ob-
servations are integrated to inform 
future assessments.

In the context of information shar-
ing within a coalition, these phases 
correspond to:

•	 evaluating available information 
sources in a way that allows them 
to be compared; 

•	making decisions about how to ac-
quire information, perhaps using 
additional information sources and 
incentives to increase confidence in 
the information’s reliability; and

•	 updating trust assessments of agents 
on the basis of the provided infor-
mation’s perceived trustworthiness, 

through, for example, an a poste-
riori comparison with observations 
of the ground truth.

For more information on aspects of 
the trust-assessment process, see the 
related sidebar.

Trust Assessment and update
A key trust-assessment challenge in 
large, complex, and highly dynamic 
coalitions is that members frequently 
join and leave. Although a coalition’s 
organizational structure might be rel-
atively static, its members might be 
drawn from diverse pools of people 
who lack prior experience of work-
ing together and might come and go 
frequently. As a result, there’s often 
insufficient direct or reputational ev-
idence available about a particular 
individual to make a confident trust 
assessment. Without some trust as-
sessment, agents might be unwilling to 
interact with the target; this prevents 
any evidence of the target’s trustwor-
thiness from being gathered and stalls 
the bootstrapping of trust. To address 
this problem, we’ve developed mecha-
nisms that enable trust models to gen-
eralize from the available direct and 
reputational evidence about known 
agents to create stereotypical assess-
ments about unknown agents.1

The concept of forming stereo-
types is intuitive, inspired by human 

trust-assessment models such as Swift 
Trust,2 which describe how trust 
is formed in a relationship’s early 
stages. Generally, a stereotype is a set 
of rules that, given a set of agent fea-
tures, returns an estimated trust as-
sessment. Examples of such features 
in a coalition setting include nation-
ality, organizational memberships, 
location, and relationships with other 
coalition partners. To construct these 
rules, an agent annotates its existing 
trust assessments of other agents (in 
probabilistic approaches, this is typi-
cally a single number), with their ob-
servable features. The key challenge 
then lies in identifying which features 
are good predictors of an agent’s trust 
assessments.

Machine learning techniques provide 
one way to do this. Our approach em-
ploys decision-tree induction methods3 
to induce decision trees (see Figure 
2). These trees can be used to visually 
map a set of features to an a priori 
trust evaluation for an agent possess-
ing those features. This process doesn’t 
require any direct or second-hand evi-
dence with the target agent; you simply 
need access to some of its observable 
features, and a body of evidence with 
other agents that share some predictive 
features with the target.

In our approach, we use an M5 
model tree induction algorithm3 to 
learn stereotypes. Model trees are 
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Figure 1. The trust-assessment and decision-making architecture.
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decision trees with linear regres-
sion models at leaf nodes that can be 
used to predict continuous values (in 
our case, a priori trust estimates). Al-
though we could use other machine 
learning techniques, decision trees 
have the advantage of being visually 
inspected, which is crucial for inform-
ing the human decision-making pro-
cesses. These stereotypical predictions 
can assist in the “bootstrapping,” or 
initialization, of trust relationships by 
allowing agents to form tentative as-
sessments that encourage initial inter-
actions. Stereotypes can also be shared 

with other agents in the society, lead-
ing to a form of stereotypical reputa-
tion. Interestingly, this means that the 
behavior of one agent with a given fea-
ture might have an effect on the trust 
subsequently afforded by other agents 
to those sharing that feature.

Trust Decision Making
Once a given situation’s set of trust as-
sessments has been computed, it’s then 
necessary to evaluate the alternatives 
available, considering the risks and re-
wards associated with each. Coalition 
partners have a degree of control over 

the levels of service they provide. For 
example, some partners might wish 
to share information, trusting their 
counterparts to use the information ef-
fectively to benefit the coalition. How-
ever, some partners might not trust 
others to keep certain sensitive aspects 
confidential, and so might choose to 
deviate from prior agreements about 
information quality by providing less 
reliable data or by obfuscating their 
messages. Two different trust issues, or 
contexts, are involved here: a partner 
might be trusted to put confidential in-
formation to good use, but this doesn’t 

Computational trust models have been the focus of 
extensive research in recent years. Rather than pro-
vide a survey here (a good overview of this field can 

be found elsewhere1,2), we outline fundamental concepts 
common to any comprehensive trust-assessment system.

Paradigms
Two popular paradigms have emerged for the development 
of computational trust models: cognitive and probabilistic 
paradigms. Christiano Castelfranchi and Rino Falcone3 de-
scribe a cognitive approach in which trust is viewed as the 
different beliefs about the trusted agent’s internal mental 
state, such as its innate competence and intentional willing-
ness (that is, its intentions and commitment) in relation to 
achieving some goal. In contrast, probabilistic approaches as-
sess agents based on observations of their external behavior. 
Such approaches form the foundation of many existing state-
of-the-art trust-assessment mechanisms, including our own.

Evidence
Regardless of the underlying paradigm, any trust model will 
be concerned with the aggregation of evidence from which 
assessments can be made. We identify three general classes 
of evidence: direct, second-hand, and stereotypical. Direct 
evidence concerns an agent’s own past experiences, whereas 
second-hand evidence refers to opinions received from oth-
ers. When direct or second-hand evidence is unavailable, 
observed correlations between agents’ visible features and 
their behaviors constitute a form of stereotypical evidence. 
Stereotypes are discussed in more detail below, as they’re a 
key contributor to our approach.

Aggregation
Using second-hand evidence introduc es a new problem: 
how to find trustworthy opinions and aggregate them to-
gether with direct evidence to form a single, comparable 
trust metric. Aggregation techniques can be categorized as 
either exogenous or endogenous.1 Exogenous approaches 
build trust models of opinion providers themselves, based 

on the accuracy of past opinions, and use this to weight 
opinions subsequently received. Endogenous approaches 
use statistical properties of the set of opinions received from 
numerous providers to determine which of them are trust-
worthy and which aren’t. For example, agents with extreme, 
outlying opinions might be considered inaccurate by an en-
dogenous approach.

Biases
The behavior of a coalition’s partners can be affected by 
various biases. Partners might behave in a more (or less) 
trustworthy manner when interacting with certain others; 
we refer to this as behavioral bias. On the other hand, part-
ners might perceive the behaviors of certain others more (or 
less) favorably; we refer to this as perceptual bias. These bi-
ases can also manifest stereotypically; for example, an agent 
might behave more favorably when interacting with others 
who share some of its features. Perceptual and behavioral 
biases present a problem for second-hand evidence aggrega-
tion, as the naïve aggregation of biased opinions can result 
in skewed trust assessments. Trust-alignment techniques4 at-
tempt to address these issues by enabling agents to identify 
differences between their trust models and calculate align-
ments—that is, mappings between different trust models—
to negate bias.
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necessarily imply trust that the partner 
will refrain from sharing that informa-
tion with others. Here, we assume that 
these two trust contexts are assessed 
separately.

Economic models of delegation, 
such as the Principal-Agent Theory, 
provide a good starting point for mod-
eling these situations.4 Our mechanism 
builds on aspects of Principal-Agent 
Theory to provide trustors with several 
controls—such as sanctions, rewards, 
and monitoring strategies—that let 
them influence the trustee’s choice of 
action and learn about the trustee’s be-
havior given a particular choice.

We consider trustees who have var-
ious actions available to them (for 
example, providing high or low ser-
vice), each with a different probabil-
ity of yielding a particular outcome 
o (for example, success or failure in 
locating a particular asset). In coali-
tion settings, actions more likely to 
yield positive outcomes for the trus-
tor will often be more expensive or 
risky for the trustee, resulting in a 
moral hazard. For example, provid-
ing high-resolution sensor data of re-
source positions might expose the 
provider to risk if that data were to be 
passed on to unauthorized recipients. 
These choices are private by default. 
Now, for each trustee, we must build 
and maintain a set of conditional trust 
models that estimate trust given a par-
ticular action choice. This requires ob-
servations of agents’ action choices, 
which can be obtained only through 
costly monitoring.

Because trustors might need to mo-
tivate trustees to choose desirable ac-
tions, delegation in such a context 
requires trustors to compute a con-
tract function specifying a positive or 
negative payoff to be transferred be-
tween the trustor (that is, the infor-
mation consumer) and the trustee (the 
information producer) given some ob-
served task outcome o (such as the 

provided information’s post-hoc qual-
ity in relation to prior expectations) or 
an observed choice of trustee actions 
(visible through monitoring).

Our mechanism considers three 
types of contract: incentive, monitor-
ing, and reputational incentive (RI). In 
an incentive contract, the trustor cre-
ates a contract specifying the trust-
ee’s compensation dependent on the 
outcome, which is a function of the 
trustee’s choice. In a coalition setting, 
these incentives could include mon-
etary transfers, the granting/revoking 
of access to coalition resources, or the 
adjustment of existing information 
sharing agreements, all of which can 
affect the trustee’s welfare.

In a monitoring contract, the trustor 
expends additional effort or utility to 
observe the trustee’s behavioral choices. 
This might involve acquiring corrobo-
rating evidence from trusted partners 
to identify any deliberate obfuscation. 
Monitoring changes the contract’s na-
ture; payoffs might be contingent on 
the trustee’s observed action choice. 
So, if the quality of received informa-
tion deviates significantly from that 
expected—and from that received by 
other (trusted) corroborators—it might 

indicate that the deviation was the re-
sult of an intentional choice on the 
provider’s part. However, monitoring 
actions aren’t always available, and 
generally incur a significant cost on the 
trustor’s part.

In an RI contract, the added incen-
tive is the potential change in repu-
tation that a trustee will experience 
as a result of feedback being com-
municated to the society, with the as-
sociated utility gain (or loss). Robert 
Axelrod and W.D. Hamilton called 
this the “shadow of the future” ef-
fect.5 This contract requires a degree 
of competition between providers. In-
formally, RI is computed by estimating 
the change in expected utility a pro-
vider will obtain in future interactions, 
as a result of the consumer’s feedback 
making the provider more (or less) 
likely to be selected for interaction. In 
a coalition, this is particularly salient, 
as a low reputation could mean expul-
sion from the coalition and the loss of 
associated benefits.

We formulated the computation of 
these contracts as a convex optimiza-
tion problem. In our model, we used the 
Convex Optimization in Python6 pack-
age to find optimal contracts efficiently. 

Figure 2. A stereotype tree.
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For each potential candidate, three con-
tracts (incentive, monitoring, and RI) 
must be computed. The problem grows 
with the number of candidates that 
must be evaluated, the number of ac-
tions available to them, and the num-
ber of trust contexts or tasks involved. 
Once the trustor has identified the can-
didate and contract that provides the 
highest expected return, interaction 
takes place. More formal details re-
garding these agreements can be found 
elsewhere.7

Returning to our introductory ex-
ample, suppose that nation A wants 
to obtain some information from a lo-
cal informant source. The coalition re-
quires information about the location 
of a planned meeting between insur-
gent leaders. The informant indicates 
that he is capable of obtaining this in-
formation, but can privately choose to 
provide either high-quality, accurate 
information, or low-quality, less ac-
curate information. For example, the 
informant can replace exact pieces 
of information (such as specific loca-
tions) with “fuzzy” ones (say, regions). 
Although the coalition would prefer 
high-quality information, providing it 
could put the informant at risk of be-
ing uncovered. Given this, the coali-
tion can respond by using incentives 
to influence this choice, for example, 
or by contacting other information 
sources for corroborating evidence.

Evaluation
Our system implements the trust-as-
sessment and decision-making process 
shown in Figure 1, and was evaluated 
in a multiagent simulation. We employ 
Subjective Logic for aggregating evi-
dence and forming trust assessments.8 
Agents, representing a coalition’s infor-
mation providers and consumers, inter-
act in a series of rounds. Within each 
round, each consumer requests infor-
mation from a provider with a proba-
bility of 0.8. Each agent also will also 

leave the society and be replaced with a 
probability of 0.01 in each round, intro-
ducing a degree of dynamism. Initially, 
we created 500 information providers 
and 40 information consumers, with 
the latter making decisions about which 
providers to trust and sharing their ex-
periences with other consumers.

Agents are generated from a num-
ber of hidden profiles that determine 
the agents’ behavioral characteristics. 
Each profile is associated with two 
Gaussian distributions, representing 
the stochastic behavior given the con-
sumer’s actions a+ and a-. Here, a+ 
represents the provider choosing to 
meet consumer expectations and pro-
vide high-quality information, with 
the risk that sensitive information will 
be disclosed. In contrast, a- represents 
the choice to obfuscate, redact, or oth-
erwise provide information that is less 
likely to meet the consumer’s expecta-
tions but entails lower risk of disclos-
ing sensitive information.

When an information provider ac-
cepts a delegated task, it selects its pre-
ferred action, and the outcome—that 
is, the degree to which this informa-
tion satisfies the consumer’s explicit 
quality expectations—is drawn from 
the corresponding Gaussian distribu-
tion. If the contract proposed by the 
consumer isn’t acceptable to the pro-
vider, the provider might reject it out-
right. For simplicity, we assume that 
consumers consider outcomes above 
0.5 to signify success and anything 
lower to indicate failure.

We evaluated our mechanism in 
four different conditions:

•	 Simple. Consumers don’t attempt 
to induce a desired provider choice. 
Instead, they pay only the minimum 
asking price and use only noncon-
ditional trust models—that is, trust 
models that are based on observa-
tions of the final outcome only, and 
not on the trustee’s action.

•	Unmonitored (incentive only). Con-
sumers create contracts aiming to 
induce the provider to make the 
preferred choice based on condi-
tional trust models, but monitoring 
isn’t allowed.

•	Monitored. The same as the un-
monitored mode, but consumers 
can opt to create a monitored con-
tract for a cost.

•	RI. In this condition, the unmoni-
tored, monitored, and RI contracts 
are all available.

When evaluating a set of candi-
dates, the consumer generates a con-
tract from each of the available 
types—that is, simple, monitored, and 
so on—for each candidate. The can-
didate–contract pair that yields the 
highest expected payoff for the con-
sumer is proposed to that candidate.

We found that decision making 
and delegation using trust and con-
trols (that is, monitoring, incentives, 
and RIs) can be beneficial, even when 
those controls are costly to implement. 
We evaluated our system with respect 
to two hypotheses: that consumers us-
ing a mixture of trust and control will 
outperform those who use only trust; 
and that agents will prefer to monitor 
less as time progresses, indicating an 
increase of trust.

We hypothesized that trustors would 
perform better when using control 
strategies and trust, rather than trust 
alone. Figure 3 shows our system’s 
performance in each of the four cases 
above, measuring the average change 
in utility experienced by the society’s 
trustors in each interaction. Error bars 
represent one standard deviation in the 
data. The simple strategy had an aver-
age utility gain of 1.8 over the course 
of the experiment. In the unmonitored 
case, the model performs very poorly, 
obtaining an average utility just above 
or below 0. This is to be expected; this 
strategy uses conditional trust models, 
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yet has no way of obtaining conditional 
evidence, and thus can’t build condi-
tional trust. In this way, this model acts 
as a control condition, showing the be-
havior of an agent who performs no 
better than chance. In the monitored 
mode, the model performs much bet-
ter, rising to around 2.4 by 500 inter-
actions. The RI model outperforms the 
others, achieving around 3.6 by 500 
interactions.

We also expected that agents would 
become less motivated to monitor be-
havior as trust increases. Figure 4 plots 
the number of monitoring actions per-
formed by all delegating agents as a 
function of time, using the full RI de-
cision model with stereotyping. As the 
figure shows, there’s a general trend 
toward fewer monitoring actions over 
time. Given the system’s dynamism, 
agents occasionally lose their preferred 
partners, which explains why moni-
toring actions don’t disappear entirely. 
However, the use of stereotypes means 
that even once all known agents have 
been replaced, stereotypical trust is suf-
ficient to make unmonitored delegation 
possible. When stereotypes are disabled, 
monitoring actions are chosen with a 
higher frequency and, although it fluc-
tuates over time, the rate remains high.

Finally, we evaluated the difference 
in average utility gain in the full (that 
is, the RI) model both with and with-
out stereotyping. Figure 5 shows that 
using a stereotyping trust model in con-
junction with monitoring and control 
results in a significant increase in per-
formance. It’s interesting to note that, 
because conditional trust models can 
also employ stereotypes, different ste-
reotypes might apply to the same agent 
based on the actions it chooses.

T rust is necessary to facilitate ef-
fective collaboration in mod-

ern coalition operations. Probabilistic 
mechanisms provide a  comprehensive 

trust-assessment framework that, 
when augmented by stereotypical as-
sessments, can help overcome the re-
curring “trust bootstrapping” problem 
found in dynamic coalition settings. To 
support decision making, we propose 
mechanisms that supplement trust 
with control and consider the risks 
and rewards involved in a decision.

Many open problems remain in 
this area. Although we’ve focused on 

dyadic interactions, more complex 
interactions can take place within co-
alitions. A task might be delegated 
to an agent, who then subdelegates 
the task to a third, and so on. Infor-
mation might be obtained from a 
number of sources, which is subse-
quently fused and summarized. This 
raises many new questions; for ex-
ample, how should trust in a group 
be assessed and updated when several 
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agents share some degree of respon-
sibility for a task’s outcome? Imple-
menting these mechanisms within 
real coalition settings certainly intro-
duces additional challenges. For ex-
ample, decision makers must be able 
to express their expectations, evalu-
ate outcomes against them, and assign 
preferences to those outcomes.

Clearly, we must address such open 
problems if these systems are to inform 
human decision makers in dynamic, 

complex coalition settings. However, 
the mechanisms described here provide 
a foundation on which trust-support 
systems can be built, and we envisage 
them playing a crucial role in coalition 
operations in the future. 
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